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April 16, 2025 y

To: OAG SAVNS Grantees
Re: Service Agreement Between OAG SAVNS Grantees and SylogistGov, Inc.
Dear SAVNS Grantee:

The Office of the Attorney General (OAG) recently issued a new contract to SylogistGov, Inc. to
provide victim notification software for Texas’ Statewide Automated Victim Notification Service
(SAVNS) program. This replaces the previous software used by your county, Texas VINE,
operated by Appriss Insights, LLC. The transition to the new vendor will be completed by August
31, 2025.

As we begin this important transition, the OAG asks for your partnership on several key steps
ahead. A critical next action is executing the enclosed Service Agreement between your entity and
SylogistGov, Inc. The agreement mirrors the Service Agreement language signed in previous years
by your entity with Appriss Insights, LLC.

Due to the compressed timeline referenced above, we respectfully request expedited review
and execution of the Service Agreement by May 16, 2025. Delays beyond this date may affect
Sylogist’s ability to fully transition victim notification services for your county by the deadline of
August 31, 2025—potentially causing service disruptions that we must avoid. It is the top priority
of the OAG to ensure a smooth transition and the continuity of victim notifications service
operations for your county. We are here to assist in this process in any way that we can.

SylogistGov, Inc. will contact your county directly begin onboarding with your SAVNS program
staff, IT points of contact, and your jail management and court management system vendors. The
OAG Grants Administration Division has also shared several critical communications in recent
weeks outlining these next steps that we encourage you to review.

For any questions regarding the enclosed Service Agreement or the transition generally, please
reach out to:

e Julie Wise, Sylogist — Julie. Wise@sylogist.com
e Jimmy Bailey, OAG Crime Victim Services Division —Jimmy.Bailey@oag.texas.gov

Thank you for your continued partnership and commitment to ensuring uninterrupted notification
services for crime victims across Texas.

Respectfully,

Alisha Jackson
Grants Administration Division Chief

Post Office Box 12548, Austin, Texas 7 1-2548 « (512) 463-2100 « www.texasattorneygeneral.gov



Exhibit A

PARTICIPATING ENTITIES SERVICES AGREEMENT FOR THE
STATEWIDE AUTOMATED VICTIM NOTIFICATION SERVICE (SAVNS)

CONTRACT NUMBER: 52025-SYZ- Hunt County

The Office of the Attorney General (OAG) is the Texas State agency tasked with providing a Statewide
Automated Victim Notification Service (SAVNS) to a variety of political subdivisions of the State of Texas,
including counties, county Sheriffs, Community Supervision Departments, courts, clerks, district attorneys,
county attorneys, and others that are participating in the SAVNS (“Participating Entities”). The OAG
conducted a competitive solicitation and contracted with SylogistGov, Inc. as the statewide vendor to
provide SAVNS to each of the Participating Entities.

) Hunt County )
This Agreement is entered into by and between the (“Named Entity”), and

SylogistGov, Inc. (“Contractor”), (collectively, “the Parties™).

1. Purpose of the Agreement.
This Participating Entities Services Agreement (“Agreement”) is issued in order for Contractor to
provide all of the SAVNS services to (“Named Entity™) as described in the Contract Documents
referenced in Section 5 of this Agreement which are fully incorporated herein by reference.

2. Contract Term.
This Agreement shall be effective upon execution and the subscription term for the SAVNS
solution shall begin on May 1, 2025 when modification and access to the Integrated Victim Services
System (IVSS) is initiated. The agreement shall end on August 31, 2026. The Agreement may be
renewed for two (2) optional, two (2) year renewal terms, only to the extent the OAG Contract No.
C-02213 for SAVNS remains in effect and is renewed. Any such renewals shall be subject to
the requirements of this Agreement and all of the Contract Documents referenced in Section 5 of
this Agreement. For clarity, all of the terms regarding Termination shall apply to this Agreement
as set out in the OAG Contract No. C-02213 for SAVNS referenced in Section 5 of this
Agreement and incorporated herein, and the Named Entity/Participating Entity has all of the
same requirements, rights, and remedies as the OAG as set out in the Termination sections of that
Contract.

3. Compensation and Invoicing.

The Parties stipulate and agree that the total amount to be paid to Contractor in consideration of
full and satisfactory performance of all Contractor’s duties, services, and obligations as set forth in
this Agreement shall be billed on a recurring bi-annual basis. in accordance with Form B — SAVNS
Pricing, and not to exceed the bi-annual fee per calendar year, in accordance with the Contract
Documents referenced in Section 5 of this Agreement which are incorporated herein.

The SAVNS services shall be performed for the bi-annual fee, which will be billed and invoiced in
accordance with Form B — SAVNS Pricing and pursuant to the terms of this Agreement. Invoices
will contain all pertinent information such as this Agreement’s contract number, the dates of
services rendered, and outages or performance issues, if any, all in accordance with the Contract
Documents referenced in Section 5 of this / eement.

4. Appropriated Funds.
Payments are subject to the availability of appropriated funds. Whereas OAG provides grant funds
to the Participating Entities as a reimbursement of the bi-annual fees due hereunder, Contractor
acknowledges and agrees that payments for Participating Entity Services provided are contingent
upon OAG’s receipt of funds appropriated by the Texas Legislature.



PARTICIPATING ENTITIES SERVICES AGREEMENT FOR THE
STATEWIDE AUTOMATED VICTIM NOTIFICATION SERVICE (SAVNS)
CONTRACT NUMBER: 52025-SYZ- Hunt County

5. Contract Documents and Order of Precedence.

This Agreement consists of the following documents in order of precedence:
a. This Agreement;
b. OAG Contract C-02213 for SAVNS;
c. SAVNS RFP dated February 14, 2025; and
d. Contractor’s response to SAVNS RFP dated March, 7 2025.

Each of the above-referenced documents, together with all of their attachments and supporting
documents, are hereby incorporated into this Agreement by reference.

Entire Agreement.

The Parties acknowledge that this Agreement constitutes the entire understanding between them
with respect to the SAVNS. No other agreements or understandings, whether written or oral, that
are not contained in this Agreement and its supporting Contract Documents shall be binding or
valid.

Hunt County SylogistGov, Inc.

Dat

Nathan Branscome
Senior Director VSS

April 16, 2025

Date
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PARTICIPATING ENTITIES SERVICES AGREEMENT FOR THE
STATEWIDE AUTOMATED VICTIM NOTIFICATION SERVICE (SAVNS)
CONTRACT NUMBER: 52025-SYZ-Hunt County

5. Contract Documents and Order of Precedence.

This Agreement consists of the following documents in order of precedence:
a. This Agreement;
b. OAG Contract C-02213 for SAVNS;
c. SAVNS RFP dated February 14, 2025; and
d. Contractor’s response to SAVNS RFP dated March, 7 2025.

Each of the above-referenced documents, together with all of their attachments and supporting
documents, are hereby incorporated into this Agreement by reference.

Entire Agreement.

The Parties acknowledge that this Agreement constitutes the entire understanding between them
with respect to the SAVNS. No other agreements or understandings, whether written or oral, that
are not contained in this Agreement and its supporting Contract Documents shall be binding or
valid.

Hunt County

ocuSigned by:

qu w S%MIL

AFTF 1F0438 ..

Bobby W. Stovall, Hunt County Judge

5/15/2025

Date

SylogistGov, Inc.

Nathan Branscome
Senior Director VSS

April 16, 2025

Date
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Texas SAVNS Modernization Project - FAQs
AVNS M rnization Project FA

1. Service Agreement Overlap:
A. Why does Sylogist need a service agreement with the county now, when their victim notification
services to counties doesn’t begin until September 1, 20257
Response: Before Sylogist begins working directly with counties and their contracted JMS/CMS
vendors to establish the data exchange, Sylogist must receive an agreement from the county’s
authorized official. This is to protect the county and Sylogist.

B. Can the County enter into the new agreement with SylogistGov, Inc. while the current agreement
with Appriss is still in effect until August 31, 20257
Response: Yes. There is no conflict of interest or duplicity of services provided to the counties
based on having a service agreement with Appriss and Sylogist.

C. Ifthe county enters an agreement with Sylogist while concurrently receiving victim notification

services from Appriss (VINES), will the county receive invoices from both Sylogist and Appriss
during the overlap period?
Response: No. Sylogist will not invoice counties for victim notification services provided by
Appriss. Because the OAG’s contract with Appriss expires on August 31, 2025, counties will
receive invoices from Appriss for services provided through August 31, 2025, in accordance
with the invoicing schedules currently in place between the county and Appriss.

D. How will the agreement overlap period affect the county’s grant agreement with the OAG?
Response: There will be no effect on the grant agreement. Counties participating in the OAG’s
SAVNS Grant program will continue to receive funds based on the terms of the grant
agreement, whether the notification services are provided by Appriss or Sylogist.

2. Transition of Payments:

A. Willthe county continue paying Appriss under the existing contract until August 31, 2025, and then
switch payments to Sylogist?
Response: Yes, counties will pay Appriss for notification services under their existing service
agreements with Appriss and based on the terms of the OAG’s contract with Appriss. Both the
OAG’s contract with Appriss, and the county’s service agreement with Appriss expire
(terminate) on August 31, 2025. Payments to Sylogist will be based on notification services
provided to OAG’s SAVNS grant program’s participating entities (jails and/or courts) beginning
on September 1, 2025.

B. When will the county expect to start making payments to Sylogist after signing the service
agreement?
_Response: Counties who are currently OAG SAVNS grant recipients, will begin receiving
invoices for notification services after September 1, 2025 for the participating entities (jails
and/or courts) included in the grant agreement. Currently, counties are invoiced by Appriss on
a quarterly basis. After September 1, 2025, counties may be allowed to negotiate with Sylogist
to offer either quarterly or semi-annual invoicing models for the participating entities (jails
and/or courts) included in the grant agreement with the OAG.

C. Willthe county be obligated to pay Sylogist for a start-up orimplementation fee based on the
county’s service agreement with Sylogist?
Response: No. For participating entities (jails and/or courts) who are currently OAG SAVNS
grant recipients, Sylogist will not invoice for start-up orimplementation costs. These costs
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have been waived for the participating entities (jails and/or courts) included in the grant
agreement with the OAG.

3. Costs:

A. Willthe cost change between the OAG’s SAVNS vendors, and will the county be affected by the cost
change if there is one?
Response: For counties who have participating entities (jails and/or courts) included in the
grant agreement with the OAG, the grant program will reimburse the costs incurred for
Sylogist’s victim notification services for jails and/or courts. There is no fiscal impact to
counties. Sylogist will not invoice for start-up or implementation costs. These costs have been
waived for the participating entities (jails and/or courts) included in the grant agreement with
the OAG.

B. Forfiscal planning and budgeting, what can the county expect to be invoiced for Sylogist’s victim
notification services beginning on September 1, 20257
Response: The table below illustrates Sylogist’s pricing based on county population. The OAG
and Sylogist reference the Texas State Demographer for annual county population estimates.

Pricing | Population | Population | Startup & Annual Annual Total Annual
Tiers Start End Implementation | Jail Court Fee per Tier
Costs* Service Service Fee* | (both Jails and

Fee Courts)**

0 5,000,000 | Unlimited | $3500 $130,655 | $33,451 $164,116

1 3,000,000 | 4,999,999 | $2500 $102,774 | $26,186 $128,960

2 2,000,000 | 2,999,999 | $2500 $74,465 $18,966 $93,431

3 1,000,000 | 1,999,999 | $2500 $52,227 $12,995 $65,222

4 400,000 999,999 $1750 $36,731 $9,139 $45,27n

5 250,000 399,999 $1750 $24,445 $6,194 $30,639

6 100,000 249,999 $1750 $12,268 $3,052 $15,320

7 50,000 99,999 $1750 $8,394 $2,088 $10,482

8 20,000 49,999 $1500 $5,452 $1,180 $6,632

9 0 19,999 $1500 $3,444 $857 $4,301

*Startup & Implementation costs are waived for all present participants in the OAG SAVNS Grant
program who participate in Phase | of the project.

**Pricing for courts is per required data exchange. For example, if a county has a district court and
a county court that utilize the same CMS system, and that system transmits data for notification
through one file or one APl connection then itis priced as one. If multipte courts in one jurisdiction
utilize different CMS vendors, or they are separate systems from one vendor requiring more than
one interface, then court pricing is per interface.
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OAG CONTRACT NUMBER: C-02213

This contract, number C-02213 (“Contract”), is entered into by and between the Office of the Attorney
General (“OAG”), an agency of the State of Texas, and SylogistGov, Inc. (“Contractor”), (collectively,
“the Parties”).

1.

Purpose of the Contract.

Office of the Attorney General agrees to purchase, and Contractor agrees to provide, services to
OAGQG as described in the associated documents. This Contract is issued for the development,
implementation, and execution of a Statewide Automated Victim Notification Service (SAVNS)
solution.

Total Amount and Limitation of Liability.

The total amount of the Contract, and maximum liability of the State of Texas under this
Contract, is $10,591,290.00, and the payment method(s) shall be as specified in the associated
documents.

In no event and under no circumstance will Contractor’s cumulative aggregate liability to OAG
(including liability to any person whose claim is based on or derived from a right or rights
claimed by OAG and Participating Entities, as defined elsewhere in the Contract Documents),
with respect to any and all claims at any and all times arising from or related to the subject matter
of this Contract, in contract, tort (including negligence), or otherwise, exceed the total value of
this Contract.

Funding Obligation.

This Contract is contingent upon continued availability of funding. If funds become unavailable
through lack of appropriations, budget cuts, transfer of funds, amendment to the Appropriations
Act, or any other disruptions of current or future appropriated funding for this Contract, then
OAG may restrict, reduce, or terminate funding under this Contract. In the event of a termination
or cancellation under this Section, OAG will not be liable to Contractor for any damages that are
caused or associated with such termination, or cancellation, and OAG will not be required to give
prior notice.

Payee.
The Parties agree that the following payee is entitled to receive payment for services rendered by
Contractor or goods received under this Contract:

Name: SylogistGov, Inc.
Address: 10354 W Chatfield Ave, Ste. 200, Littleton, CO 80127
Vendor Identification Number: 32063985041

Term of the Contract.
This Contract begins upon signature by all Parties and ends on August 31, 2026.

Optional renewal terms:
1 Optional Renewal: September 1, 2026 — August 31, 2028
2" Optional Renewal: September 1, 2028 — August 31, 2030
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OAG has the option, in its sole discretion, to renew the Contract as provided in the associated
Attachments. OAG is not responsible for payment under this Contract before both Parties have
signed the Contract.

Authority.

OAG enters this Contract under authority and in accordance with the State Purchasing and
General Services Act (Title 10, Subtitle D, Chapters 2151 through 2176, Texas Government
Code).

Contract Documents and Order of Precedence.

This Contract consists of multiple documents, including, this document (“Core Contract”); Request
for Proposal 302-25-02213 (RFP) solicitation documents; Contractor’s Response to RFP 302-25-
02213; and any attachments, forms, exhibits, and addenda to the foregoing (collectively the
“Contract Documents™). No prior agreement or understanding, oral or otherwise, of the Parties or
their agents will be valid or enforceable unless embodied in the Contract Documents. In the event
of a conflict between the provisions of the Contract Documents, the documents are given the
following order of precedence:

a. OAG Contract No. C-02213;

b. SAVNS RFP 302-25-02213 dated February 14, 2025; including its exhibits,
attachments, forms, service agreement, any Addenda and the OAG Response to
Assumptions and Exceptions from SylogistGov, Inc.; and

c. Contractor’s response to RFP 302-25-02213, dated March 7, 2025, including Revised
Pricing Form B, received March 20, 2025.

Any changes made to the Contract, whether by edit or attachment, do not form part of the
Contract unless expressly agreed to in writing by OAG and Contractor and incorporated herein.

Entire Agreement.

The Parties acknowledge that this Contract is the entire agreement of the Parties and that there are
no agreements or understandings, written or oral, between them with respect to the subject matter
of this Contract, other than as set forth in this Contract.

Office of the Attorney General SylogistGov, Inc.
ocuSigned by: ocuSigned by:
wley, Fromch Ynank “MeLarnsn
8476 ACOB289EA204 1D
Losicy French urant McLarnon

First Assistant Attorney General, or designee

3/26/2025 | 5:14 PM CDT

Date

Chief Revenue Officer

3/26/2025110:20 AM PDT

Date
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Office of the Attorney General
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The Texas Office of the Attorney General (OAG) is committed to upholding the highest standards of public
service by ensuring that its operations are efficient, effective, and responsive to the needs of the people
of Texas. The OAG is issuing this Request for Proposal (RFP) to solicit services of a single or multiple
Contractor(s) for the development, implementation, and execution of a Statewide Automated Victim
Notification Service (SAVNS) while providing the best value to the State of Texas. The OAG is seeking a
solution that aligns with its mission to provide notifications of a Defendant’s custody status and any
changes in scheduled court events, from Participating Entities to Registered Individuals.

This solicitation is a critical step in our ongoing efforts to enhance the capabilities of our office, address
emerging challenges, and ensure that we continue to serve the public with integrity and excellence.
Through this RFP, the OAG seeks to partner with Contractor(s) who share our commitment to quality and
who can contribute to the success of our initiatives.

comptrolier or FUDIIC ACCOUNTS DLlAlewiue Frocurernerit UIVISION (Druw) HICIuUIg, VUL 1L ey w, uie
procedures prescribed by the SPD.

The right to be notified of court proceedings is one of the most fundamental rights afforded to crime
victims in Article 1, Section 30 of the Texas Constitution and Article 56A.051 of the Texas Code of
Criminal Procedure. The Texas Legislature appropriates funds to the OAG to assist county and state
entities in establishing, maintaining, and operating an information and notification service for the victims
of crime in Texas.

This RFP is for a contracted, SAVNS software as a service (SAAS) for a Statewide Automated Victim
Notification System (SAVNS) Solution that shall support Texas state agencies and counties with
notifications of a Defendant’s and Offender’s custody status and any changes in scheduled court events
to Registered Individuals.

The OAG currently provides automated victim notification services (via contract) for approximately 150
Participating Entities, including County Jails, County Courts, and the El Paso Community Supervision and
Corrections Department (CSCD). See Form B Pricing for a list of Participating Entities.

A potential vulnerability of SAVNS is the possible release of inappropriate information to victims and
registered entities. Examples could include sealed case data, juvenile case data, civil case information,
and expunged cases. Over twenty software solutions are used by counties in Texas to manage courts,
jails, and records. The selected Contractor for SAVNS shall address this potential vulnerability,
demonstrate mitigation strategies/options, and create functional and programming options to prevent
counties from transmitting inappropriate information from their own software solution into the SAVNS
database.

Statewide Automated Victim Notification Services
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Approximate Number of Defendants to be Tracked (during a year) Over 500,000

Annroximate Number of Court cases to be Tracked (during a year) Over 2,000,000

Approximate Number of Calls to toll-free line per month
Note: This includes only calls to the Contractor’s Call Center. The call

. . er 25,000
can be either automated or contractor-agent-assisted, depending on v
the needs(s) of the caller.
Average Length of Call Less than 3 minutes

: 98% of calls answered
Expected Performance Service Level

within 90 sec

Average number of Calls to toll-free line per month that were Contractor

. 10,000
agent-assisted
Average number of Calls to toll-free line per month to conduct a Site

25,000

Search
Approximate Number of New Registrations per year 250,000
Approximate Number of Confirmed notification calls 100,000
Approximate Number of e-mail notifications 175,000
Approximate Number of text message notifications 400,000
Statewide Coverage - Population 95%
Statewide coverage - Reported Violent Crime 98%

Between 300,000 and

Approximate Number of Website searches.
op 400,000 per month.

The Contractor shall provide a cost-effective and efficient, user-centric SAVNS Solution that allows victims
and criminal justice professionals in Texas counties to have access to Defendant information, as outlined in
Exhibit B, Data Elements. The SAVNS Solution should integrate information from county and state jail
management systems (JMS), county and district court management systems (CMS), and other records
management systems (RMS) from judicial and corrections entities in Texas.

The SAVNS Solution must be a reliable, scalable, and flexible platform that can provide near-real-time data
and notifications. In addition, the Solution must provide OAG management and counties with access to the
database, enabling them to view near-real-time dashboards and create ad hoc reports. It must include a toll-
free statewide number and a website with easy entry points for victims to receive standard information and
notifications on Defendant status and court events.

General services performed by the Contractor’'s SAVNS Solution include but are not limited to:

o Development, implementation, operation, maintenance, and monitoring of a statewide victim
notification system.

e Programmed controls to ensure that information available to registered users (victims and Interested
Parties) does not contain information prohibited from public disclosure.

e Implementation of a toli-free statewide number and website for registering for notifications.

o Development and implementation of a Call Center that is available 24 hours a day, seven days a
week.

Statewide Automated Victim Notification Services
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5.1.2

5.1.3

5.1.4

Responses submitted in respnnee tn thie RFP are irrevncahle for 120 calendar days following the
Response Due Date (see RFF This period may be extended at
the OAG Procurement and Contract uperauons wivision wirecwor’'s request only by a
Respondent’s written agreement.

SRR

Respondents understand that issuance of this RFP in no way constitutes a commitment by the
OAG to award a Contract or to pay any costs incurred by a Respondent in the preparation or
submission of a Response to this RFP. The OAG is not liable for any costs incurred by a
Respondent prior to the issuance of or entering into a formal agreement, Contract, or PO. Costs
of developing Responses, preparing for or participating in oral presentations and site visits, or
any other similar expenses incurred by a Respondent are entirely the responsibility of the
Respondent and shall not be reimbursed in any manner by the State of Texas.

OAG Rights
All submitted Responses become the property of the OAG. The OAG reserves the right to use any

and all ideas presented in any Response to the RFP. Selection or rejection of any Response does
not affect this right.

The rights of the OAG include, but are not limited to:

1. Cancelling the RFP at its sole discretion

Suspending the procurement process and issuance of RFP addenda

Rejecting, in whole or in part, any and all Responses received in response to this RFP
Waiving administrative deficiencies and/or minor technicalities in Responses received
Utilizing any and all ideas submitted in the Responses received

Directing any Respondent to submit Response modifications addressing subsequent RFP
addenda

7. Eliminating any requirements that are not met by all Respondents upon notice to all
parties submitting Responses

8. Making typographical corrections to Responses, with the written concurrence of the
Respondent

9. Changing computational errors with the written concurrence of the Respondent

10. Requesting Respondents to clarify their Responses and/or submit additional information
pertaining to their Response

11. Making an award without:
a) Requesting clarification of Responses
b) Allowing modifications of the Responses
c) Discussing and/or negotiating the Responses
d) Requesting a BAFO

Ethi f the Competitive Process

To ensure the integrity of the competitive process, a Respondent may not directly or indirectly
communicate any of the contents of its Response to:

o0 s0N

e a competitor of the Respondent

e any other company, corporation, firm, partnership, individual, or related entities of the
same parent company engaged in the same line of business as the Respondent

e arelated entity of the Respondent engaged in the same line of business as the
Respondent

e any other party, other than the OAG POC.

is
context, tne erm relawea enuues Imnciuues, DUL Is 1oL Hirey w, daliiaLes, suusiuiaried,
associates, branches, and divisions. It does not include entities that may occasionally enter into
teaming agreements with one another to provide services under a contract with a third party but
otherwise have no legal relationship with each other. The Respondent may communicate with

Statewide Automated Victim Notification Services
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teaming partners, Subcontractors, and other entities that are part of the Respondent’s offer as
long as they are not part of another offer.

When a  ated entity of the Respondent (whether related at the time Responses are due or at
any time thereafter) submits a competing Response, the OAG may require additional information
to ensure each separate offer is independent.

Failure to provide or fully disclose all such information immediately upon any recognition of

Athinal vinlatinn(e)l may at NANL Aienratinn diennalifu Racnandant ar racnlt in tha tarminatinn nf

521 Response Delivery
Submit the Response via this link

5.2.2  Response Organization

The Response must be signed and contain a paginated table of contents corresponding to the
following sections:

e Section 1: Company Qualifications

e Section 2: Solution

e Section 3: Financial Assurance

e Section 4: Assumptions and Exceptions

e Section 5: Proprietary or Confidential information

e Section 6: HUB Subcontracting Probability Statement
e Section 7: Forms

e Section 8: Pricing

e Section 9: Technology Accessibility

e Section 10: Information Protection Provisions

5.2.3 Timeliness of Response

To be eligible for consideration, Responses must he received hv the OAG sole Point of Contact no
later than the date and time specified ir Late Responses will
not be considered under any circumstance.

The Respondent is solely responsible for allowing enough time for the timely receipt of the
Response by the sole Point of Contact.

5.3.1 Section 1: Company Qualifications
5.3.1.1 Organizational Summary

The Respondent shall submit a summary of no more than five (5) pages summarizing the
Respondent organization's overall qualifications and experience to carry out a contract of this
nature and scope. If more than five (5) pages are provided, only the firat fiva (5) pages will he
considered. In addition to the summary, the information in Sections hrougt s
required; however, it_will not count against the five (5) page limit.

5.3.1.2 I'----iption of Respondent’s Business and its Legal Relationships

The Respondent shall provide a description of the business (and if this is a joint venture,
describe all businesses involved in the venture), including:

Business name

Address

Type of organization

Date of formation

State of charter and corporate charter number

Statewide Automated Victim Notification Services
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5.3.1.3

5.3.1.4

Statewide Automated Victim Notification Services

(SAVI

e FEIN

The Respondent will provide the name(s) and provide description(s) of any relationship(s) with
any individual or entity that are, or may be, in any way related, directly or indirectly, in
preparation of a Response and/or performance of the Contract.

This requirement to disclose and describe information includes any individual(s) and/or
entity(ies) that provide financing or otherwise financially support, or expect to financially
support, the Respondent in its performance of services under the Contract.

If the business is a division or subsidiary of any other organization, the summary will include the
following information about the parent organization:

Business name

Address

Type of organization

Date of formation

State of charter and corporate charter number
FEIN

Description of Sul :

The Respondent shall provide a list of the Subcontractors who will provide goods or services
under the Contract, including the following information:

Business name

Address

Type of organization

Date of formation

State of charter and corporate charter number

Listing of each principal partner or officer

FEIN

Percentage estimate of the Subcontractor’s contribution to the overall Contract

If the subcontracting company is a division or subsidiary of any other organization, the
Respondent shall include the following information about the subcontracting company’'s parent
organization:

Business name

Address

Type of organization

Date of formation

State of charter and corporate charter number
FEIN

Past Performance References

The Respondent shall provide a list of no more than five (5), but no less than three (3) contracts
performed by the Respondent as the prime Contractor within the three (3) years preceding the
issuance of this RFP, for which the Respondent was the prime contractor and that are similar in
nature and scope to the work described in this RFP. All past performance references should be
listed on Form C, Past Performance References (the Respondent may make copies of the form
as necessary).

For any listed contract, the Respondent must provide the following information:

1. Customer’'s company or entity name

2. Address

3. Contact name, telephone number, and email address The contact must be a senior
representative from the customer who worked directly with the Respondent and can
answer questions about their performance. If the reference is the OAG, this information
is not needed.

PAGE 1 F 47
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5.3.2

5.3.3
5.3.3.1

5.3.3.2

5.3.3.3

5.3.3.4

4. Contract award date and the operational start (the date the Respondent’s work/solution

was fully operational) and end dates

Summary description of the contract and the services provided

6. Signed Form E, Respondent Release of Liability (to Reference) for each reference
absolving the listed entity from liability for information provided to the OAG concerning
the Respondent’s performance of its engagement

o

Section 2: Soluti
° Response to Statement of Work
° Response to implementation/onboard transition requirements
° Organization chart and Key Staff resumes
° End of contract transition
° Continuous improvement
° Response to Performance Management

Section 3: Fi ial A
Bankruptcy Discl e

The Respondent shall disclose if and when it has filed for bankruptcy within the last seven (7)
years or make an affirmative statement that the Respondent has not filed for bankruptcy
within the last seven (7) years.

If a Respondent is conducting business as a corporation, partnership, limited liability
partnership, joint venture, or other form of artificial person, the Respondent shall disclose
whether any of its principals, partners, or officers has filed for bankruptcy within the last seven
(7) years.

Litigation Discl

The Respondent shali describe any docketed or adjudicated civil or criminal litigation that has
occurred within the past ten (10) years, the date of inception, jurisdiction and cause number, a
brief description of the action, and current status or disposition.

If the Respondent has no litigation within the past ten (10) years, then the Respondent shall
provide an affirmative statement that there has been no litigation in the past ten (10) years.

Dun & Bradstreet

The Respondent shall submit a current Dun & Bradstreet “Comprehensive Insight Plus Report”
prepared within thirty (30) calendar days prior to submitting the Response. If the Respondent
is not rated by Dun & Bradstreet, the Respondent may submit a report similar in content and
detail to the Dun & Bradstreet “Comprehensive Insight Plus Report” from Standard & Poor’s or
any similar report providing sufficient documentation to allow verification of the Respondent’s
financial viability, as long as the report was prepared within thirty (30) calendar days prior to
submitting the Response.

This report should, at a minimum, include:

Business and Principal history
Financial Statement or, at a minimum, a Financial Statement Summary
Creditworthiness assessment based on past performance

Details of any public filings, such as suits, judgments, liens, bankruptcies, UCC filings,
etc.

Payment history
e Description of affiliated companies and branches

i ial Stat :

The Respondent shall submit audited financial statements for the Respondent’s three (3) most
recent years prior to submitting a Response, including one (1) for the Respondent's fiscal year
ending within twelve (12) months prior to submitting the Response. If any of the audited
statements are not available, then unaudited financial statements may be submitted if

Statewide Automated Victim Notification Services
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Additionally, the Contractor must update the HSP during the course of the Contract should any changes
occur.

e The HUB Subcontracting Plan on the Texas Comptroller of Public Accounts website guides the
Raennndant thrnudh tha varinue fislde and assicte them in comnleting the HSB correctly:

e The Centralized Master Bidders List ~ HtIK Iiractaory Searcn allows kesnnndents tn search for
HUB vendors by NIGP class and item
e NIGP rndec rcan he found in the NIGP Commaoditv Book:

e Minority and women-owned business association resources are available for subcontracting
enliritatinn nnticee tn Qtate nf Texac HIIR vendors See-

¢ Progress Assessment Reports (PAR) are due monthly with the invoice. This is a condition for
payment. All PAR reports must be emailed to texashubs@oag.texas.gov. The PAR reports will
remain due for the entire life of the contract.

For questions regarding the HSP, identifying HUB vendors with proper NIGP codes, or the State of Texas
HIIR Pragram. contact the OAG HUB Coordinator, Serlester Boone, at (512) 936-0522 or
vis is the only exception to the single Point of Contact listed ir

The resulting Contract shall be effective upon execution, with the initial term ending on August 31, 2026.
The Contract may be renewed for two (2) optional, two (2) year renewal terms, with the first optional
renewal term beginning on September 1, 2026, and ending on August 31, 2028, if exercised. The
decision to renew the Contract shall be at the sole and absolute discretion of the OAG. Such renewals
shall be subject to the requirements of the Contract resulting from this procurement, with the sole and
limited exception that the original date of termination shall be extended pursuant to this provision. By
submission of a response to this RFP, the Respondent agrees to be bound, for the initial term of the
Contract and for any renewal term which the OAG may elect to exercise, to perform the described
services at the rates specified in the Contract resulting from this RFP,

The Contractor agrees that the OAG may require continued performance, beyond the initial or any
renewal Contract term, of any of the within described services at the rates specified in the Contract, for
the purpose of awarding a contract and transitioning services to a new service provider without service
disruption. The Contractor agrees that the OAG may require continued performance for a series of thirty
(30) calendar day increments. Such extension of services will be subject to the requirements of the
Contract, with the sole and limited exception that the original date of termination will be extended
pursuant to this provision. During the Contract transition extensions, the Contractor will be compensated
for services for as long as the Contractor is providing such services. Once a service is transitioned from
the Contractor to a new service provider, payment to the Contractor shail cease. The OAG may exercise
this option upon thirty (30) calendar days written notice to the Contractor.

Statewide Automated Victim Notification Services
1 RFP,’
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7.11

7.1.2

7.1.3

7.1.4

7.1.5

7.1.6

7.1.7

7.2.1

7.2.2

7.2.3

7.2.4

7.2.5

Upon contract award, the Contractor shall conduct a discovery phase and perform an "as-is"
business process analysis to validate the requirements outlined in this RFP and to identify any
additional requirements not explicitly specified herein.

The Contractor shall provide a fully operational OAG-approved SAVNS Solution no later than four
(4) months after the contract award. The OAG, at its sole discretion, may grant additional time.

The Contractor shall develop an implementation plan which results in zero loss in services and
data from the existing, operational SAVNS Solution when deployed.

The Contractor shall implement the SAVNS system to the Participating Entities by population
size from largest to smallest or by another plan as approved by the OAG.

The Contractor shall develop a verification process to ensure all entities and Registered
Individuals in the current SAVNS database are able to maintain their accounts and accessibility
to the case and Defendant information for which they are currently registered to have access.

The Contractor shall work with the OAG to develop standardized outreach materials (e.g.,
brochures, posters) that educate and encourage victims to use the Contractor's SAVNS website
or toll-free number to register to receive notifications. Materials are subject to OAG approval. All
approved materials must be accessible and available in English and Spanish. The outreach
materials will include, but are not limited to:

7.1.6.1 What steps to take when access to case or Offender/Defendant information is
interrupted or not available.

7.1.6.2 How registered entities and users can verify their account login and access to
information and what steps a registered user must take to restore an inactive
account.

7.1.6.3 The Contractor shall provide all printed materials to the OAG for distribution.

7.1.6.4 Upon request of the OAG, the Contractor shall execute a document to assign the toll-
free number used for the Call Center, to the OAG at any time during the performance
of the Contract or any time after the termination or expiration thereof.

The Contractor shall develop and implement a Call Center that is available 24 hours a day,
seven days a week.

The SAVNS Solution shall secure and protect data collected within the system, with
transparency, standards conformance, and regulatory compliance according to all applicable
local, state, and federal laws and regulations.

The SAVNS Solution shall meet Criminal Justice Information System (CJIS) compliance
standards.

The SAVNS Solution shall use the National Information Exchange Model (NIEM) data format for
effective internal and external data sharing.

The SAVNS Solution shall provide a centralized data warehouse with self-service reports, audit,
and business intelligence tools.

The SAVNS Solution shall be configurable with “out-of-the box” business rule automation to
provide user-controlled screen development, data element edits/additions, insertions or edits
of Offender status notification triggers, notification preference flows, creation of forms and
notification email, letter, and text templates in English and Spanish, workflow, user roles, and
dashboards.

Statewide Automated Victim Notification Services
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7.2.6

7.2.7

7.2.8

7.2.9

7.2.10

7.2.11
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The SAVNS Solution shall be scalable, upgradable, and provide multi-tenant architecture.

The SAVNS Solution shall handle a potential volume increase to two million Registered
Individuz and up to six (6) million Offender Booking Records with ongoing Defendant Status
Changes.

The SAVNS Solution shall incorporate automation to upload multiple files each day of Offender
demographic data and Offender status information, which will be linked with victim contact
information and method of notification preferences stored within the SAVNS solution.

The SAVNS Solution victim and Offender data shall not be shared, uploaded, or sold to a third-
party or subsidiary, or any other entity without prior written consent by the OAG.

When an Offender warrant is issued and uploaded in the SAVNS Solution a notification shall
begin within fifteen (15) minutes.

Based on the Offender status information from the files, the SAVNS solution notification
process must be integrated entirely within the SAVNS system to:

7.2.11.1 Build a Defendant profile which may include pictures of the Defendant and must deploy

cross reference technology.

7.2.11.2 Transfer and link Registered Individual notification data throughout the statewide

system based on identified data elements included in Exhibit B, Data Elements.

7.2.11.3 Be user-centric and designed for user ease and victim-sensitivity as a priority.

7.2.11.4 Log every communication with each Registered individual.

7.2.11.5 Auto-generate notification to any victim linked to an Offender following the notification

rules and notification templates integrated within the SAVNS solution.

7.2.11.6 Use atoll-free statewide number and website for registering for notifications.

7.2.11.7 Provide an application for iOS and Android devices for users and available at no cost for

users.

7.2.11.8 Incorporate Interactive Voice Response (IVR) System to automate inbound and outbound

calls or short message service (SMS) notifications.

7.2.11.9 Integrate with a private branch exchange (PBX) telephone network for victim support.

7.2.12
7.2.13
7.2.14

7.2.15

7.2.16

7.2.17

7.2.18

7.31

The SAVNS Solution shall work effectively with current mobile technology.
The SAVNS Solution shall be compatible with Microsoft 365 (MS365) and SharePoint.

The SAVNS Solution shali be linked with a 24/7 public internet portal for real-time access to
information and to allow victims to manage their Registration profiles and notification
preferences at their convenience.

The SAVNS Solution shall support the data migration of victim services data (victim
contact/notification method preferences and Offender information with Defendant Status
Changes), that triggered notification and detailed case management records from existing
external JMS, CMS, and RMS systems managed by third-party vendors.

The SAVNS Solution must maintain a reliable 99.9% uptime performance for the SAVNS core
system, Participating Entity Data Interface services, and Interested-Party notification Data
Interfaces,

The SAVNS Solution must have the ability to transfer/link Registered Individual/notification
data throughout the statewide system based on identified data elements included in Exhibit B,
Data Elements.

The SAVNS Solution must be user-centric designed/created with user ease and victim-sensitive
as a priority and provide statewide notifications.

A potential vulnerability of SAVNS is the possible release of inappropriate information to
victims and registered entities. Examples could include sealed case data, juvenile case data,

Statewide Automated Victim Notification Services
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7.3.2

7.3.3

7.3.4

7.3.5

7.3.6

7.3.7

7.3.8

7.3.9

7.3.10

7.3.11

civil case information, and expunged cases. There are over twenty software solutions used by
counties in Texas to manage records from district and county courts and county jails. The
selected Contractor for SAVNS shall address this vulnerability, demonstrate mitigation
strategies/options, and create functional and programming options to prevent counties from
transmitting inappropriate information from their software solution into the SAVNS data

The SAVNS Solution shall interface with jail Booking systems, county and district courts,
prosecutor information management systems, community supervisor and corrections
departments as requested, and other related information systems within each Participating
Entity. These services will be provided via a Participating Entities Services Agreement between
the Participating Entity and the Contractor based on Form B Pricing.

The SAVNS Solution shall allow for the capture, storage, and transmission of authorized data, to
include, but not limited to, the data elements in Exhibit B, Data Elements.

The SAVNS Solution shall provide for all data from each Participating Entity to be stored in a
centrally located database and accessible by the respective Participating Entity and the OAG for
reporting purposes.

The Contractor shall provide each Participating Entity with process/procedures for registering
victims/Interested Parties and for victim/Interested Parties to self-register.

The SAVNS Solution shall provide an override control for Participating Entity staff to cancel a
notification call, delete a telephone number from the system, to discontinue a registered
number when it has been determined that the number has been incorrectly entered into the
system, is no longer a valid number, or a password has been lost or to override blocked
individual victim or Defendant information.

The SAVNS Solution shall provide restricted access, while the OAG will have administrative
access to a secure Internet site for staff in each Participating Entity and the OAG, offering the
following functionality:

e Customizable dashboard

e Access to the statistical information for monitoring purposes

e The capability to run ad hoc reports on statistical information

e The capacity to print notification letters for victims who have registered an address for
notification.

e The capability to change notification letter wording with the appropriate level of security

e Technical support information

e On-line access for manual and training material

e Contact information

e Participating Entity-specific configuration information

Each Participating Entity shall be responsible for all ongoing service and maintenance costs for
the Data Interfaces between their legacy systems and the SAVNS, including the integrity
(accuracy and timeliness) of the data.

The Contractor will be responsibie for all data exchange between the Participating Entity SAVNS
Data Interface and the core SAVNS installation, including the integrity (accuracy and timeliness)
of the data. Minimum functionality of this Data Interface must include options to prevent
possible transmission of unauthorized case data from sealed cases, juvenile cases, civil cases,
expunged cases, and other cases prohibited from public disclosure.

The Contractor shall be responsible for providing upgrades, maintenance, and continuing
service for all Contractor-owned equipment and the SAVNS.

The SAVNS Solution shall maintain and destroy all data received from each Participating Entity
in accordance with Section 14.2.5 and Texas Grant Management Standards and/or Federal
Grant Management Standards under 2 C.F.R 200.

Statewide Automated Victim Notification Services
(SAVNS) RFP, Version 2
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7.4.1

7.4.2

7.4.3

7.4.4

7.4.5

7.4.6

7.4.7

7.5.1

7.5.2

7.5.3
7.5.4

7.5.5
7.5.6

7.6.1

The SAVNS Solution shall allow any person or entity who is a Registered Individual, without
regard to their relationship to the Defendant, to register to receive notifications rele  [tothe
custody and/or court status of the identified Defendant.

The SAVNS Solution shall provide a full range of Registration, notification and Information
Inquiry services accessible through a single statewide toll-free access number to a centralized
Call Center 24-hours a day, 7 days a week, 365 days a year and available from anywhere in the
United States.

The SAVNS Solution shall ensure that 98% of the Call Center calls are answered within ninety
(90) seconds or less and are not placed on hold or in a call queue.

The SAVNS Solution shall include an Interactive Voice Response (IVR) System to support
Registration, notification and Information Inquiry services including automated responses to
victims, criminal justice professionals and any other Interested Parties.

The SAVNS Solution shall provide notification to any Registered Individuals when there is a
change in the Defendant’s custody status, in the manner chosen by the registered party,
including but not limited to, email, text, or phone call.

The SAVNS Solution shall provide notification to any Registered Individuals when a
corresponding court event occurs related to the Defendant specified by the Registered
Individual.

The SAVNS Solution shall provide a restricted access, secured Internet site for interested
Parties with the following functionality:

Online Registration

Ability to identify Defendants to monitor/track
Notification by email

Notification by text

Information Inquiry

SAVNS contact information

For safety-related Defendant Status Changes, such as Defendant release or escape, notification
shall begin within fifteen (15) minutes of Participating Entity uploading the event into the
database and continue every thirty (30) minutes for a minimum of twenty-four (24) hours or
until the Registered Individual acknowledges contact. All other calls, such as court events, will
be placed between 7 a.m. and S p.m.

Notification patterns and intervals for other notification requirements will be determined and
mutually agreed upon by the OAG and Contractor during the implementation.

Notification patterns will not exceed forty-eight (48) hours per notification.

The SAVNS Solution shall allow Interested Parties to register for notifications with as many
Defendants and telephone numbers, including but not limited to home, work and cellular
numbers.

The SAVNS Solution shall provide all services in English and Spanish.

The Call Center shall be able to respond to callers who are deaf, hearing impaired, or with
limited English proficiency.

The Contractor shall maintain the confidentiality of all OAG Protected Data and SAVNS Data,
and all data received from the OAG, the Participating Entities, any individual registered to
receive notifications from the SAVNS system, or any other data that is received as a result of
Contractor providing the services required under this RFP and any resulting contract(s) or
purchase order(s).
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7.6.2

7.6.3

7.6.4

7.6.5

7.7.1

7.7.1.

7.7.2

7.7.2.

The Contractor must be Criminal Justice Information Services (CJIS) Compliant. This
requirement must be maintained throughout the term of the contract including any optional
renewal years.

Data Security Plan. The Contractor shall deliver and maintain a security incident plan in
accordance with the criteria set forth in the Contractor’s privacy and security policy and shall
implement the procedures required under such security incident plan on the occurrence of a
Security incident, in compliance with the requirements of Texas Business and Commerce Code
§ 521.053 (“Notification Required Following Breach of Security of Computerized Data”). This
plan shall be delivered in writing to the OAG within 14 Business Days following the award of this
contract (Please refer to Form G Data Security Plan Outline). The contractor shall report, in
writing, to the OAG any Security Incident within 24 hours after discovery. The report shall
identify the nature of the event, a list of the affected individuals and the types of data, and the
mitigation and investigation efforts of the Contractor. It shall also include the stages of the data
security plan that has been implemented along with the next steps to mitigate the current and
future risks. The contractor shall provide investigation updates to the OAG daily.

Contractor shall not sell, provide, or otherwise commercialize any OAG Protected Data and
SAVNS Data, nor any other data received from the OAG, the Participating Entities, any individual
registered to receive notifications from the SAVNS system, or any other data received as a
result of Contractor providing the services required under this RFP and any resulting contract(s)
or purchase order(s) without the prior written consent from the OAG, except where disclosure is
required by law.

Notwithstanding the foregoing, the Contractor shall provide prior written notice to the OAG
before any disclosure of the aforementioned data to any party, for whatever reason, whether
required by law or court order. The Contractor must receive written OAG approval prior to any
release of data. If there is a release of information without prior written authorization, the
Contractor must submit notification immediately to the SAVNS Program Manager as well as the
Division Chief of the Crime Victim Services Division.

Project Management Standards
1 The Contractor’s staff that is focused on the Texas SAVNS system must have significant
knowledge, skills, experience and ability in the areas of Contract Management, Project
Management, Support Services Management, and Financial Management. The names of the

assigned individuals shall be made known to the OAG. Any individual performing work under
this agreement is subject to the following:

7.7.1.1.1 The Contractor must submit a written request to the OAG before placing, assigning or
reassigning any Contractor staff. The request shall include a description of the work to
be performed and a resume containing a description of the proposed staff’s
knowledge, skills, abilities, and qualifications.

7.7.1.1.2 Before any Contractor staff is placed, assigned or reassigned, the Contractor must
receive the written approval of the OAG.

Project Manager (PM)
1 The Project Manager assigned to the project shall be certified and have at least 5 years of

project management experience. Other staff assigned to the project should have at least 5
years of experience working on similar projects.

7.7.2.2 The Contractor’s Project Manager shall be responsible to the OAG and the participating

entities for the following project activities:

7.7.2.2.1 Coordinate and serve as the central point of contact for all activities related to
the technical implementation of the SAVNS.
7.7.2.2.2 Coordinate the efforts of all Contractor staff, Subcontractors, team members,

and other Interested Parties.

7.7.2.2.3 Provide weekly briefings to the OAG's project manager, and other designated
OAG staff members on the progress of the implementation. Ensure that the
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7.7.2.2.4

7.7.2.2.5

7.7.2.2.6
7.7.2.2.7

7.7.2.2.8
7.7.2.2.9

7.7.2.2.10

7.7.2.211

7.7.2.2.12

7.7.2.2.13

7.7.2.2.14

7.7.2.2.15

7.7.2.2.16

7.7.2.2.17

7.7.2.2.18

7.7.2.2.19

7.7.2.2.20

7.7.2.2.21
7.7.2.2.22

7.7.2.2.23

7.7.2.2.

meeting agenda is sent to the OAG at a minimum of 24 hours prior to the
scheduled weekly briefing and monthly Steering Committee meeting.

Provide written minutes of each briefing meeting to the OAG within three (3)
calendar days of each meeting.

Monitor participating entities operating under service agreements to ensure
ongoing compliance with the scope of work and operational standards.

Provide monthly written reports on the status of the project.

Submit all project Deliverables in accordance with the approved and established
acceptance criteria.

Provide change control coordination protocols as developed with OAG PM.

Review design specifications and validate system flow for accuracy and
functionality.

Provide an Integration Plan, which specifies how the system will integrate or
interface with the OAG SharePoint and Microsoft Outlook (if applicable).

Develop/configure the application with written approval from the OAG PM.

Coordinate with each participating county to prepare for data Conversion,
migration, and continued data feeds needed to support the application.

If applicable, coordinate data Conversion and migration of victim services data
currently used by an external public faced notification system and the data
stored within an external case management system.

Provide sample representative data to use in test activities, ensuring that
testing results simulate production results.

Provide a Problem Reporting Plan for documenting any problems that are
discovered during User Acceptance Testing (UAT).

Perform UAT with the OAG to ensure that the major business functionality works
correctly, that the documented system requirements are met, and that the
system supports the use cases defined in the system documentation.

Provide a means to report problems and resolutions during testing and
implementation phases.

Ensure transaction performance metrics, tuning and optimization, and
monitoring with OAG oversight prior to project completion.

Provide documentation outlining the operational best practices utilized for
ongoing maintenance and support to ensure the private application and the
public portal are reliable 24/7.

Define methodology to protect sensitive data and applications from
unauthorized access or usage during cloud contract maintenance or in the event
of termination of cloud service and migration of data and applications to a
different service center.

Upon acceptance of functional testing results, create and implement the
application.
Update test environment for future development and testing for all applications.

Monitor participating entities operating under service agreements to ensure
ongoing compliance with the scope of work and operational standards.

Be available approximately one (1) month prior to the starting date of the
finalized contract to ensure a smooth transition between Contractors, if
necessary.

Be available approximately three (3) months after termination of the contract to
support transition between Contractors, if necessary.

7.7.3 Support Services Manager

7.7.3.1 The Contractor’s Support Services Manager shall be responsible, subsequent OAG approval,
to the participating entities for the following items:

7.7.3.1.1

Promotions and SAVNS materials.
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7.10.1 Gen Implementation Requirements

7.10.1.1

7.10.1.2

7.10.1.3

7.10.1.4

7.10.1.8

7.10.1.6

7.10.1.7

7.10.1.8

7.10.1.9

The Contractor shall provide a draft implementation plan and Schedule that describes how
and when each Participating Entity will be fully operational. This plan shall also detail the
Contractor’s approach to ensuring the scalability of potential entities.

The Contractor and the OAG will collaboratively develop the final implementation plan and
Schedule as required in Table 12 implementation Deliverables.

The Contractor shall cooperate with the current Contractor to perform implementation
activities including, but not limited to, accepting in-process items, images, and any other
data from the current Contractor and loading/converting them into the Contractor’s
Solution.

The OAG will schedule a project kick-off meeting within two (2) Business Days of Contract
Award.

The Contractor’'s implementation team and representative(s) (e.g., Contractor’s:
project/program manager, implementation manager, technical leads and team leads) shall
attend the kick-off meeting with the OAG (e.g., OAG's: implementation manager, contract
manager, or designee, and other staff).

The Contractor shall provide the OAG with a weekly implementation status report. The
Contractor shall work with the OAG to define the format and required information for the
status report.

The Contractor shall provide a plan outlining how the transition of existing Registrations will
be implemented.

A minimum of forty-eight (48) hours in advance, the Contractor shall notify the OAG SAVNS
Program Manager of any time the Contractor’s implementation manager will be off-site or
unavailable for longer than eight (8) consecutive Business Hours and provide an alternative
point of contact.

The OAG will work with the Contractor on establishing, setting up, and testing any
technology to facilitate data transfers.

7.10.2 Contractor Implementation Team

7.10.2.1

7.10.2.2

7.10.2.3

7.10.2.4

7.10.2.5

7.10.2.6

The Contractor shall designate an implementation manager and a backup to coordinate
implementation activities.

The Contractor shall provide an organization chart detailing the proposed implementation
team including the implementation manager and all implementation staff.

The Contractor shall notify the OAG SAVNS Program Manager or designee when the
Contractor’'s implementation manager is not available to the OAG for an entire Business Day
or longer.

The Contractor’s implementation team shall be available to work with the OAG during
Business Days throughout the implementation period.

When replacing Contract implementation team staff, the Contractor must propose
replacements with qualifications for the assigned position that are equal to or exceed those
of the person being replaced.

The Contractor shall provide the resumes of any implementation team member to the OAG
upon request.

7.10.3 System Test Environment

7.10.3.1

7.10.3.2

The Contractor shall provide an environment to execute joint system and user acceptance
testing.

The Contractor shall be responsible for scheduling incoming and outgoing file transfer tests
with the OAG.
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7.11.1

7.11.2

7.11.3

7.12.1

7.12.2

7.13.1

7.13.2

7.13.3
7.13.4

7.13.5

The OAG will request that a transition plan be completed no later than thirty (30) Business Days
following Contract award. TI 2lan will provide for the orderly transition of ali services and
operations performed by or involving the Contractor under the Contract.

The Contractor shall cooperate fully with the OAG to complete the transition and ensure that the
OAG does not experience any adverse impact from the transition of services to a subsequent
Contractor.

The transition plan shall contain a minimum period of six (6) months. The Contractor shall
provide services without interruption while OAG tests, accepts, and approves the new
Contractor’s Solution and implementation schedule.

The SAVNS shall have the ability to generate standard management reports as well as
customized usage and performance reports. Examples of these reports include but are not
limited to:

e Downtime reports by Participating Entity

e Number of Registered Individual for a specified period of time

e Number and type of successful and unsuccessful notifications for a specified period of time
e System interruption report

e Function disabled report

e Data transfer report by Participating Entity or statewide

e The Solution shall be fully tested and approved by the OAG prior to deployment.

e The Solution must have the capability to remain functional during short or long failures of
utility power.

The OAG may request program information, statistical reports, program audits, or additional
reports at any time during the duration of the contract upon request.

All Deliverables and periodic Deliverable updates/revisions must be submitted via Controlled
Correspondence. Within ten (10) Business Days of receipt or other time frame agreed upon by
the Parties, the OAG will review the Deliverables and formally respond via Controlled
Correspondence with issues to be resolved or acceptance of the Deliverable.

If the Contractor does not receive written notice from the OAG by the end of the review period,
the Contractor must notify the OAG in writing that the OAG has five (5) additional Business Days
to provide written notice. The Deliverable will be deemed to be accepted by the OAG if the OAG
does not provide such notice of acceptance or non-acceptance at the end of this additional five
(5) Business Day period.

The Contractor shall, upon OAG request, make an oral presentation of Deliverabies.

If the OAG provides written notice of non-acceptance of the Deliverable, then the Contractor
shall work with the OAG to correct any deficiencies and re-submit the revised Deliverable within
five (5) Business Days, or other time frame agreed upon by the Parties. Upon receipt of a
revised Deliverable, the OAG will review the revised drafts for acceptance or rejection and
formally respond via Controlled Correspondence within ten (10) Business Days.

At any time during the Deliverable acceptance process, should the Contractor disagree with the
OAG’s findings of non-acceptance or should the OAG dis:i ee with the Contractor’'s proposed
time period for correcting deficiencies, the Parties will work together in good faith to resolve the
disagreement.

Table 13: Operational Deliverables
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The OAG will:

7.16.1

7.16.1.1

7.16.1.2

7.16.1.3

7.16.1.4
7.16.1.5
7.16.1.6

7.16.1.7
7.16.1.8

7.16.2
7.16.2.1

7.16.2.2

Provide a Project Manager (PM) to oversee the project. The OAG PM will review and approve all
project documentation and Deliverables submitted by the selected Contractor.

Provide Subject Matter Experts (SMEs), including SMEs for business processes and data
migration from the existing solution to be integrated with the new Solution, if necessary.

Review and approve the project plan and schedule provided by the Contractor to ensure
project milestones are met.

Provide existing documentation of the business process to be managed using the new
system.

Provide existing documentation of data elements to be migrated to the new system.
Provide timely information in response to questions regarding design specifications.

Provide effective communication and updates to the Contractor regarding project changes or
achievement of project milestones.

Coordinate all approval and acceptance stages for the project.

Facilitate User Acceptance Testing (UAT) and provide User Acceptance Testers in concert with
Participating Entities.

Provide a SAVNS Program Manager.

Facilitate coordination and program oversight between Contractor and Participating Entities
per the terms and conditions outlined in Exhibit A, Participating Entities Services Agreement.

Develop and implement monthly, quarterly, semi-annual, and annual reporting requirements
for the Contractor to address performance, services provided, and other metrics as required.

The Contractor shall establish a good working relationship with the OAG and make a good-faith effort to
resolve problems identified by either the OAG or the Contractor. Notification of problems (or anticipated
problems) by either the OAG or the Contractor must include sufficient details to resolve the problem and
continue performance within the established timeframes.

The OAG SAVNS Program Manager and Contractor shall mutually agree upon monthly and quarterly
performance reports, metrics, and other Contract Deliverable templates within sixty (60) calendar days of
contract award.

Performance management monitoring will be a continual process throughout the term of the Contract
and for up to six (6) months following Contract termination during a transition period, if necessary. Non-
compliance by the Contractor in any area that preciudes the OAG from verifying the Contractor’s
compliance in other areas will result in a presumption that the Contractor is non-compliant in those other
areas unless the Contractor can affirmatively show that it is compliant.

As part of its final monthly Performance Management Report, the OAG will also provide the Contractor
with any corresponding remedies that will be taken against the invoices. The remedies available to the
OAG for the Contractor's unsatisfactory perfaormanca (e o the failiire ta meat tha Contract’s
ranliirameants and standards as stated ir

vill be the basis Tor reaucing payment wo e vonuacior. 1ne suimnuiauve wtal of

all remeaies (specinic and General Non-Performance Remedies) will not exceed 15% of the total amount
of the invoice. These remedies are in addition to the rights and remedies available to the OAG under
other provisions of the Contract, in law, or in equity.

The OAG, at its sole discretion, may reduce, waive, or otherwise alter any remedy, performance standard,
performance monitoring process, or problem resolution and corrective action process.
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General Non-Performance Remedy as of the date the Contractor was to be in compliance
under the corrective action plan but was not. The OAG will provide notice of such continued
unsatisfactory performance to the Contractor via Controlled Correspondence and set a new
time period for compliance. If the Contractor has not reached satisfactory perforr  ice by the
new time period the OAG has 1, all the withheld amounts may, at the OAG’s election, be
forfeited. This process of withholding and forfeiture will continue until performance is
corrected.

8.1.1.1.5 Atthe OAG’s sole option, withheld amounts may be incurred sooner than the time period
allowed for the Contractor to come into compliance if the Contractor does not work ditigently
to correct its unsatisfactory performance (e.g., by not submitting a timely or acceptable
corrective action plan or by not diligently carrying out its corrective action plan).

8.1.1.1 & At the DAG's discretion. the time frames set forth ir
ly be shortened depending on tne severity or tne nonperformance.

The Contractor shall submit its most recent financial statements, including income statement, balance
sheet, and cash flow statement no later than sixty (60) calendar days after the end of the Contractor’s
fiscal annual reporting period. This should include information for any applicable parent organization or
Subcontractor representing greater than 10% of the gross dollar value of Contractor’s Pricing
Submission.

In order to track and document requests for decisions and/or information pertaining to the Contract, and
the subsequent response 1o those requests, the OAG and the Contractor shall use Controlled
Correspondence. The OAG will manage the Controlled Correspondence for the Contract. For each
Controlled Correspondence document, the OAG will assign a tracking number and the document will be
signed by the appropriate Party’'s Contract Manager.

Controlled Correspondence will not be used to change pricing or alter the substantive terms of the
Contract. Controlled Correspondence will not be the basis of a claim for equitable adjustment of pricing.
Any changes that involve the pricing or the substantive terms of the Contract must be by a Contract
amendment. However, the Controlled Correspondence process may be used to document refinements
and interpretations of the provisions of the Contract, to document the cost impacts of proposed changes,
and to document QAG-approved changes to the Contractor’s HSP.

Controlled Correspondence documents will be maintained by both Parties in ongoing logs and will
become part of the normal status-reporting process. Any communication not generated in accordance
with such process will not be binding upon the Parties and will be of no effect.

Controlled Correspondence will be used to communicate any intent to renew the Contract, and the OAG
will provide a Purchase Order that includes:

e The ePRO contract number.

e The amount allocated for the new term.

e The new PO number

e The term of the renewal (i.e., 9/1/XX - 8/31/XX).

8.4.1  Writte ~ **jtices Delivery

8.4.1.1 Any notice required or permitted to be given under this Contract by one Party to the other Party
will be in writing and will be addressed to the receiving Party at the address hereinafter
specified. The notice will be deemed to have been given immediately if delivered in person to
the recipient’s address hereinafter specified. It will be deemed to have been given on the date
of certified receipt if placed in the United States mail, postage prepaid, by registered or
certified mail with Return Receipt requested, addressed to the receiving Party at the address
hereinafter specified.

8.4.1.2 Contractor Address:
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8.4.1.3

8.4.2

851

The address of the Contractor for all purposes under this Contract and for all notices
hereunder shall be designated at the time of Contract award.

~-= - g
The address of the OAG for all purposes under this Contract and for all notices hereunder will
be designated at Contract award.

OAG Crime Victim Services Division, MC 011

Office of the Attorney General

PO Box 12198

Austin, TX 78711-2198

With copies to (registered or certified mail with return receipt is not required for copies):
OAG General Counsel Division, MC 074

Office of the Attorney General

PO Box 12548

Austin, TX 78711-2548

Lialsons
The Contractor and the OAG each agree to maintain specifically identified liaison personnel for
their mutual benefit during the term of the Contract. The liaison(s) named by the Contractor
shall serve as the initial Point(s) of Contact for any inquiries made pursuant to the Contract by
the OAG and respond to any such inquiries by the OAG. The liaison(s) named by the OAG will
serve as the initial Point(s) of Contact for any inquiries made pursuant to the Contract by the
Contractor and respond to any such inquiries by the Contractor. The liaison(s) and their
respective addresses shall be named in writing at the time of the execution of the Contract.
Subsequent changes in liaison personnel will be communicated by the respective Parties in
writing.

The OAG Contract Manager

The OAG will assign a Contract Manager to the Contract. Identification of the OAG Contract
Manager and any changes to this assignment will be documented by Controlled Correspondence.
The OAG Contract Manager has the authority to:

Sign Controlled Correspondence

Serve as the day-to-day Point of Contact
Coordinate quality control reviews
Coordinate meetings with the Contractor
Investigate complaints

The OAG Contract Manager will have no authority to agree to any Contract amendment or
Pricing change.

8.5.2  The Contractor's Contract Manager

85.21

8.5.2.2

The Contractor shall assign a Contract Manager to the Contract. Identification of the Contract
Manager and any changes to this assignment will be documented and submitted to the OAG
via Controlled Correspondence with fourteen (14) calendar days advance notification. The
Contractor's Contract Manager has the authority to:

e Make decisions regarding the Deliverables required by the Contract
e Sign Controlled Correspondence

e Serve as the day-to-day Point of Contact

e Coordinate quality control reviews

e Coordinate meetings with the OAG

e |nvestigate complaints

The Contractor’s Contract Manager shall be responsible to the OAG and Participating Entities
for submitting a written monthly status report, due on or before the 10th day of each month or
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other agreed-upon date each month, addressing the following items:

e Track the progress of the SAVNS implementation and maintenance.

e Establish priorities.

e Verify and track performance issues.

e Report on the work accomplished during the reporting period.

e Report on work to be accomplished during the subsequent reporting period.

e Resolve all actual or anticipated problems.

e Submit written requests to make any significant deviation from the previously agreed upon
plans.

e Facilitate a quarterly meeting with the OAG's SAVNS Program Manager and other
designated OAG staff members.

The Contractor must ensure that it cooperates with the OAG and other state or federal administrative
agencies, at no charge to the OAG, for purposes relating to the administration of the Contract. The
Contractor agrees to reasonably cooperate with and work with the OAG’s vendors, Subcontractors, and
third-party representatives as requested by the OAG.

The Contractor and the OAG will agree to a plan and timeline for resolution of Contract performance
issues. If all efforts between the Contractor and the OAG Contract Manager fail to resolve the problem
within the stated timeline and to the OAG’s satisfaction, the OAG may escalate the problem to the
Contractor's management and OAG executive management. OAG executive management or
representatives and the Contractor’s management shail agree to a resolution. If the Contractor is aware
that a problem exists and fails to report the problem to the OAG, the Contractor will continue to be
responsible for meeting the goals and timelines established in the Contract.

It is contemplated by the Parties hereto that the Contractor shall conduct the performances provided by
this Contract substantially with its own resources and through the services of its own staff. In the event
that the Contractor should determine that it is necessary or expedient to subcontract for any of the
performances specified herein, the Contractor shall subcontract for such performances only after the
Contractor has transmitted to the OAG a true copy of the subcontract the Contractor proposes to execute
with a Subcontractor and has obtained the OAG's written approval for subcontracting the subject
performances in advance of executing a subcontract. The Contractor, in subcontracting for any
performances specified herein, expressly understands and acknowledges that in entering into such
subcontract(s), the OAG is in no manner liable to any Subcontractor(s) of the Contractor. In no event wil
this provision relieve the Contractor of its responsibility for ensuring that the performances rendered
under all subcontracts are rendered so as to comply with all terms of this procurement.

The Contractor shall not assign its rights under the Contract or delegate the performance of its duties
under the Contract without prior written approval from the OAG. Notwithstanding anything to the contrary
in the Texas Business Organizations Code or any other Texas or other state statute, a merger will not act
to cause the assumption, by the surviving entity or entities, of the Contract and/or its associated rights
and duties without the prior written approval of the OAG. The term “merger” as used in this section
includes, without limitation, the combining of two (2) corporations into a single surviving corporation; the
combining of two (2) existing corporations to form a third (3rd) newly created corporation; or the
combining of a corporation with another form of business organization.

8.10.1 The Contractor must report any suspected incident of fraud, waste or abuse associated with the
performance of the Contract to any one of the following listed entities:

e The OAG Contract Manager
e The Director for Procurement and Contract Operations
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e The OAG Ethics Advisor

e The OAG’s Fraud, Waste and Abuse Prevention Program (“FWAPP”) Hotline (800-252-8011)
or the FWAPP email box (FWAPP@oag.texas.gov)

e The State Auditor’s Office hotline for fraud (1-800-892-8348)

8.10.2 The report of suspected misconduct will include (if known):

o The specific suspected misconduct

o The names of the individual(s)/entity(ies) involved

o The date(s)/location(s) of the alleged activity(ies)

e The names and all available contact information (phone numbers, addresses) of possible
witnesses or other individuals who may have relevant information

e Any documents which tend to support the allegations

8.10.3 The words fraud, waste, or abuse as used in this section, have the following meanings:

e Fraud is the use of one’s position for obtaining personal benefit (including benefit for
family/friends) through the deliberate misuse or misapplication of resources or assets.

e Waste is the extravagant, careless, or needless expenditure of funds or consumption of
property that results from deficient practices, system controls, or decisions.

e Abuse is the misuse of one's position, title, or authority to obtain a personal benefit
(including benefit for family/friends) or to attempt to damage someone else.

iill be used,
ds ruruier aescriped nerein, vy e UAQ drna CONudceLlorn Lo duempl Lo resolive any cialm ror oreach Of
Contract made by the Contractor.

A claim for breach of Contract that the Parties cannot resolve in the ordinary course of business will be
submitted to the negotiation process provided in Chapter 2260, Subchapter B, of the Texas Government
Code. To initiate the process, the Contractor shall submit written notice, as required by Subchapter B, to
the Procurement and Contract Operations Director, Office of the Attorney General, P.O. Box 12548 (Mail
Code 028) Austin, Texas 78711-2548. The notice will specifically state that the provisions of Chapter
2260, Subchapter B, are being invoked. A copy of the notice will also be given to all other
representatives of the Parties otherwise entitled to the notice. Compliance with Subchapter B is a
condition precedent to the filing of a contested case proceeding under Chapter 2260, Subchapter C, of
the Texas Government Code.

8.11.1 The contested case process provided in Chapter 2260, Subchapter C, of the Texas Government
Code is the sole and exclusive process for seeking a remedy for any and all alleged breaches of
Contract by the OAG if the Parties are unable to resolve their disputes under the negotiation
process.

8.11.2 Compliance with the contested case nrocess is a conditinn nreredent tn seeking concent to sue
from the Legislature unde Neither
the execution of the Contract by tne UAG Nor any otnNer conauct o1 any representauve or the OAG
relating to the Contract shall be considered a waiver of sovereign immunity to suit.

8.11.3 The submission, processing, and resolution of a claim for breach of Contract is governed by the
published rules adopted by the OAG pursuant to Chapter 2260, as currently effective, hereafter
enacted, or subsequently amended.

8.11.4 Neither the occurrence of an event nor the pendency of a claim constitutes grounds for the
suspension of performan oy the Contractor, in whole or in part.

8.12.1 i inui i cove | evi

The Respondent shall provide a response to Form J, Business Continuity/Disaster Recovery
Questionnaire. The Respondent may submit a current BC/DR Plan(s) relevant to the work
described in this RFP to supplement Form J, Business Continuity/Disaster Recovery
Questionnaire.
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8.12.2 Buy " :ss Continuity and/or Disaster Recovery Plan

8.12.2.1

8.12.2.2

8.12.2.3

8.12.24

8.12.2.5

8.12.2.6

The Contractor shall submit a current BC/DR Plan within thirty (30) calendar days of award that
includes a detailed recovery plan for all parts of its operations (automated and otherwise)
related to the services of the Contract (corporate level or generalized BC/DR Plan cannot be
substituted).

The Contractor’'s BC/DR Plan must include detailed, step-by-step technical procedures for
recovery of all Contractor’s information systems and resumption of all business processes that
are required to meet contracted responsibilities.

The Contractor agrees that its BC/DR Plan shall conform to anv reanirements imposed upon
the OAG by the State of Texas or the Federal government. See or current
Texas requirements. Any change in State or Federal requirements may require a change to the
requirements outlined in this section.

Current State of Texas requirements are listed in Texas Administrative Code, Title 1 -
Administration, Part 10 - Department of information Resources, Chapter 202 - Information

Qarnrity Qtandarde and ran he arracaad at the fallawing waheita:

The BC/DR Plan will include a contingency plan to avoid disruption of service due to any third-
party or subsidiary performance deficiencies, labor problems, and any other event that could
reasonably be foreseen to result in a disruption of services in the Contract.

The Contractor shall designate a fully experienced business continuity practitioner to manage
requirements stated in this section.

8.12.3 Supplemental, Contract-specific BC/~" “lan

8.123.1
8.12.3.2

8.12.3.3

8.124
8.12.4.1

8.12.4.2

8.12.4.3

8.12.4.4

8.12.45

8.12.4.6

The Contractor shall develop a supplemental Contract-specific BC/DR Plan.

The Contractor’'s supplemental, Contract-specific BC/DR Plan shall address communication
and interdependencies (especially automated systems) between the OAG, other applicable OAG
contractors, and the Contractor as it pertains to the Contractor’s recovery efforts.

The OAG Business Continuity Coordinator or designee and the OAG Contract Manager will be
available for consultation during the development of the supplemental, Contract-specific
BC/DR Plan. In accordance with the time frame in the implementation plan, the Contractor
shall submit the supplemental BC/DR Plan to the OAG Contract Manager and the OAG Business
Continuity Coordinator for written approval.

Testing, Exercising and Updatin - ** - ~ '~ :ss Continuity Plan

The Contractor shall coordinate with the OAG in designing and performing a test exercise of the
recovery procedures on an annual basis and provide a written result of the exercise to the OAG
Business Continuity Coordinator or designee. This must be in the form of a detailed written
report that includes itemized details of every testing activity and results.

The Contractor shall notify the OAG Business Continuity Coordinator or designee, in writing, at
least ninety (90) calendar days prior to the planned exercise date. OAG approval is required in
order to proceed.

The annual exercise must follow the logical business flow and include all processes normally
conducted during daily operations.

If the BC/DR Plan exercise is not successful (meaning the Contractor is unable to bring up all
Contractor’s information systems and business processes for contracted user access within
agreed-upon timeframes, the Contractor shall reschedule and execute a second exercise within
three (3) calendar months of the failed exercise or otherwise agreed upon time frame of the
unsuccessful exercise.

The Contractor shall coordinate with the OAG to conduct and analyze the results of the
exercise. The OAG reserves the right to send an observer to each test, with all associated travel
and per diem costs of OAG observers paid by the OAG.

The Contractor shall incorporate results (lessons learned) from the exercises into the BC/DR
Plan and the supplemental, Contract-specific Plan, as appropriate, within three (3) calendar
months following a successful test and provide the BC/DR Plan(s) to the OAG Contract
Manager and the OAG Business Continuity Coordinator. A memo will accompany the submittal
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of the revised plan, listing each lesson learned and the page number and paragraph where the
lesson was incorporated into the revised plan(s).

8.12.4.7 As refinements and extensions of the initial development, design, architecture, techni , de
usage, service levels, user interfaces, security, system, administration, and implementation
requirements are made and implemented, the changes will be incorporated into the
Contractor’'s BC/DR Plan and the supplemental, Contract-specific Plan, as appropriate, by the
Contractor proactively and in a timely manner without the need to amend this business
continuity section.

8.12.5 Risk Analysis

8.12.5.1 Upon request by the OAG, the Contractor shall submit to a risk analysis evaluation of BC/DR
and adherence to State and Federal rules and allow Key Staff to be available to complete a risk
analysis questionnaire. The OAG will schedule time, in advance, for the Contractor’s staff to
participate in the risk analysis questionnaire.

8.12.5.2 Based on the risk analysis evaluation, the Contractor and the OAG will collaborate to
implement any resulting recommendations from the OAG in order to lower facility and/or
system risk levels, unless the Contractor can fully demonstrate why such recommendations are
not applicable or beneficial. The final determination of whether such recommendations are not
applicable or benéeficial will be made by the OAG in its sole discretion.

8.12.6 Qutage Incidents and Disaster Declarations

8.12.6.1 Upon the occurrence of an outage incident, the Contractor shall immediately contact and
coordinate with the OAG Contract Manager and the OAG Business Continuity Coordinator or
designee. An outage incident is any inability to operate information systems or business
processes in accordance with the Contract.

8.12.6.2 If there is a disaster declaration, the Contractor and/or the OAG will implement the
supplemental, Contract-specific BC/DR Plan as appropriate.

8.12.6.3 The Contractor must bring up all Contractor’s information systems and business processes for
user access within the agreed upon recovery time objective as listed in the suppliemental,
Contract-specific BC/DR Plan.

By entering into the Contract, the Contractor certifies that it shall perform a background review, to
include criminal history record information, of all Contractor Agents before allowing a Contractor Agent
to access OAG Protected Data and SAVNS Data or work in an OAG facility. Such background review will
not occur any earlier than six (6) months prior to the Contractor Agent accessing OAG Protected Data
and SAVNS Data or working in an OAG facility. No Contractor Agent who has been convicted of a felony
for crimes involving violence, child abuse or neglect, sexual offenses, theft, or fraud, or is a registered
sex offender may access OAG Protected Data and SAVNS Data or work in an OAG facility.

Within ten (10) Business Days of award, the Contractor (unless directed otherwise in Controlled
Correspondence) wiil provide the OAG with a list of all Contractor Agents who will be accessing OAG
Protected Data and SAVNS Data or working in an OAG facility. The list will contain the following
information:

e Name (including any other names used)
e Day-time phone number

e Responsibilities under the Contract

e Date of birth

e Driver's License number

e Social Security number

¢ Criminal Offense convictions, if known by the Contractor and if the Contractor is not
prohibited from disclosing the criminal offense convictions to the OAG

The Contractor shall provide an updated list to the OAG whenever a new Contractor Agent is assigned to
access OAG Protected Data and SAVNS Data or work in an OAG facility. The Contractor shall notify the
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OAG whenever a Contractor Agent is to assume a new responsibility with regard to accessing OAG
Protected Data and SAVNS Data or working in an OAG facility.

No Contractor Agent shall access OAG Protected Data and SAVNS Data or work in an OAG facility or
assume new responsibilities regarding same without prior written consent from the OAG through
Controlled Correspondence.

The Contractor must require all Contractor Agents to notify the Contractor of any arrest {to include the
date of arrest, arresting entity, and charges) at the earliest possible opportunity but no later than the
end of the first Business Day following an arrest. Within one (1) Business Day of an arrest notification,
the Contractor shall notify the OAG of the arrest. The Contractor must aiso require any Contractor Agent
who has been arrested to provide an official offense report to the Contractor as soon as possible but no
later than thirty (30) calendar days from the date of the arrest. Within one (1) Business Day of receipt of
the report, the Contractor shall provide the OAG with a copy of the offense report.

The OAG shall not be liable for any services rendered or obligations incurred on behalf of the OAG by the
Contractor before execution of the Contract.

All navments will he made in accordance with the Texas Prompt Payment Act

The Contractor shall invoice Participating Entities based on the terms and agreed-upon cost rates in the
Participating Entities Services Agreements.

Each invoice must include the following information:

e 0AG Contract Number
e Purchase Order Number
e Contractor’s:

o Name

o Tax Identification Number

o Address

o Contact Phone Number

o Description of goods delivered or services provided

10.1.1 Payments for Services Rendered

The Parties stipulate and agree that OAG is the statutory party charged with administering and providing
grant funds to Participating Entities on a reimbursement basis for the Participating Entity services
rendered by the Contractor. Accordingly, OAG shall not be directly responsible for any payment to
Contractor for Partitipating Entity services provided to a Participating Entity. All payments for such
Participating Entity services shall be made by the Participating Entities in accordance with Form B Pricing
and pursuant to the terms of this Contract.

10.1.2 Recurring Fees

The Parties stipulate and agree that the Participating Entities’ total amounts owed to Contractor in
consideration of full, satisfactory performance of all Contractor’'s duties, services and obligations as set
forth in this Contract, shall be billed on a recurring bi-annual basis, in accordance with Form B Pricing,
and not to exceed the Bi-Annual Fee per calendar year.

10.1.3 Invoicing

The Participating Entity services for the Project shall be performed for the Bi-Annual Fee, which will be
billed and invoiced in accordance with Form B Pricing and pursuant to the terms of this Contract and the
RFP. Invoices will contain all pertinent information such as this Contract number, the dates of Services
rendered, and any outages or performance issues as identified in Section 8.1 of this Contract.

10.1.4 Invoice Submission
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Prior to authorizing payment to Contractor, the Participating Entities shali evaluate Contractor’s
performance using the performance standards set forth in the RFP. Contractor shall provide invoices for
Participating Entity services no later than the 15th day following the end of the prior billing quarter in
which the Participating Entity services are rendered. No payment whatsoever shall be made under this
Contract without the prior submission of detailed, correct invoices. By submission of the invoices,
Contractor warrants the following: (1) its invoices have been carefully reviewed to ensure that all
invoiced services have been performed or delivered; (2) that the Participating Entity services have been
performed in compliance with all terms of the Contract and Incorporated Documents; and (3) all relevant
performance and Deliverables associated with such invoice have been successfully completed, accepted
and all supporting documentation is attached. Upon the request of a Participating Entity, Contractor
agrees to submit any additional documentation or explanation the Participating Entity may reasonably
require. Subject to the foregoing, Participating Entities must make all payments in accordance with the
Texas Prompt Payment Act.

10.1.5 Appropriated Funds

Payments under this Contract are subject to the availability of appropriated funds. Whereas OAG
provides grant dollars to the Participating Entities as a reimbursement of the Bi-Annual Fees due
hereunder, Contractor acknowledges and agrees that payments for Participating Entity services provided
under this Contract are contingent upon OAG's receipt of funds appropriated by the Texas Legislature.

The Participating Entities will review each invoice for Contract compliance and completeness. If the
Participating Entity determines that an invoice is not acceptable under the provisions of the Contract or
is otherwise incomplete, the Contractor shall correct any deficiencies before the Participating Entity shall
process the invoice for payment.

Notwithstanding the foregoing, the Contractor shall provide information and/or documentation related to
the invoices sent to the various Participating Entities, as the OAG may reasonably require. The Contractor
shall respond to an OAG request for all such information and/or documentation to support payment
within five (5) calendar days of receipt.

In instances where service(s) is/are interrupted more than 24 hours to individual Participating Entities or
to the Statewide system and the interruption is not due to county action or error, grant funds provided by
OAG to the Participating Entities, and payments due to the Contractor under the Participating Entities
Services Agreements, will be reduced or adjusted accordingly.

Upon termination of the Contract for any reason or conciusion of the Contract, and in the event remedies
are pending or quality assurance measures are not complete, the Contractor shall allow the OAG
sufficient time to finalize all quality control issues. After all quality assurance issues have been resolved,
the OAG shall notify the Contractor to invoice the OAG for any outstanding balance(s) incurred.

The OAG may award Contracts to Respondents that offer the best value to the State and are in the
State’s best interest, as determined using the evaluation factors described in this section.

An award may be made with or without:

1. Requesting clarifications of the Responses

2. Allowing modifications of the Responses

3. Discussing and/or negotiating the Responses with any of the Respondents
4. Requesting a BAFO

The OAG will review and score the Response against the following three (3) criteria to determine which
Response offers the best value and is in the best interest of the State. The OAG will evaluate the
Response against the following criteria and assign a grand total score for each Response based on a
scale of 100% using the following percentages:

e Company Qualifications 40%
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e  Solution 40%
e Pricing 20%

The Contract shall consist of the following documents, which are listed in the order of priority that will be
given in the event of a conflict between the documents:

1. The OAG Contract;

2. The provisions in this RFP, including its exhibits, attachments, forms, service agreement, and any
Addenda; and

3. The Contractor’'s Response

The OAG may issue a Best and Final Offer Request (BAFQ) for the RFP in its entirety or request a partial
BAFO. If the OAG issues a request for a BAFO for the entire RFP, the BAFO request will supersede this
entire RFP, and the Contractor’s BAFO Response will supersede its entire Response. If a partial BAFO is
requested, then any components of the RFP modified during the BAFQ and included in a BAFO request
will supersede the same components included in the RFP. Equally, any components of the Contractor’s
Response modified during the BAFO and included in a BAFO Response shall supersede the same
components included in the Contractor’s original Response.

No prior agreement or understanding, oral or otherwise, of the Parties or their agents will be valid or
enforceable unless embodied in the applicable documents listed above.

The OAG may agree to amend or reject all or any part of such agreements if doing so would be in the
State’s and the OAG’s best interest. The OAG will not sign form contracts. The OAG will not be bound by
any Respondent’s request for limitation of liability language.

As a atate asencv. the OAG will strictlv adhere to the requirements of (a
rvation, management, ana retenuon o1 state recoras and
the Texas Public Information Act) regarding the
UISCIOSUIE 01 pUDIIC INIUITIAUUTL. AS d Tesult, vy participating in this solicitation process the Respondent
acknowledges that all information, documentation and other materials submitted in response to this RFP
may (a) constitute state records for the purposes of Chapter 441, Subchapter L of the Texas Government
Code and (b) be subject to public disclosure under the Texas Public Information Act.

The OAG is without authority to agree that any information submitted will not be subject to disclosure.
Disclosure is governed by the Texas Public Information Act (the “Act”). Under the Act all information held
by governmental bodies is open to public disclosure unless it falls within one (1) of the Act's specific
exceptions to disclosure. Respondents are advised to consuit with their legal counsel concerning
disclosure issues resulting from this process and to take precautions to safeguard trade secrets and
other proprietary information. The OAG will have no liability to the Respondent or any other person or
entity for disclosing information in accordance with the Texas Public information Act.

If it is necessary for a Respondent to include proprietary or otherwise confidential information in its
Response, that proprietary or otherwise confidential information, documentation, or material must be
clearly identified on each page upon which it appears and with written notice (in a table format as shown
below) identifying the specific exception(s) to disclosure under the Act that the Respondent claims is/are
applicable to such information, documentation, or material. Subchapter C of the Act sets forth the Act's
exceptions to the required disclosure of information. Please note that claiming a disclosure exception for
provided information does not automatically render such information confidential. Further, merely
making a blanket claim that all of the submitted information is protected from disclosure because it
contains some proprietary information is not acceptable and will not render the entire submission
confidential. Any information which is not clearly identified as proprietary or confidential will be deemed
to be subject to disclosure pursuant to the Act.
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14.1.2.1.1 All references to “OAG” shall mean the Office of the Attorney General.

14.1.2.1.2 All references to “OAG CISO” shall mean the Office of the Attorney General Chief Information
Security Officer.

14.1.2.1.3 All references to “Contractor” shall mean Successful Respondent.

14.1.2.1.4 All references to “Contractor’s Agents” shall mean Contractor’s officials, employees, agents,
consultants, Subcontractors, and representatives, and all other persons that perform
Contract Services on Contractor’s behalf.

14.1.2.1.5 All references to “Contract Services” shall include activities within the scope of the executed
Contract.

14.1.2.1.6 All references to “OAG Protected Data and SAVNS Data” shall have the same meaning as
that term within the Definitions section of this RFP.

14.1.2.1.7 All references to “OAG Customers” shall mean any person or entity that delivers, receives,
accesses, or uses OAG Protected Data and SAVNS Data. The term "Security Incident" means
an occurrence or event where the confidentiality, integrity or availability of OAG Protected
Data and SAVNS Data may have been compromised and includes without limitation, a
failure hv Cantractar ta nerform its obligations under Sections anc

14.1.3 |Inclusion in all Subcontracts

The requirements of these Information Protection Provisions shall be included in, and apply to,
all subcontracts and any agreements Contractor has with anyone performing Contract Services
on Contractor’'s behalf.

14.1.4 Third Parties

This Contract is between Contractor and the OAG and is not intended to create any independent
cause of action by any third-party, individual, or entity against OAG or Contractor.

14.1.5 Termination for Non-Compliance

in the event that either the Contractor or Contractor’'s Agents fail to comply with any of the
Information Protection Provisions, OAG may exercise any remedy, including immediate
termination of this Contract.

14.1.6 Pers | Briefings, Training, a knowl

14.1.6.1 The Contractor shall ensure that all persons having access to data obtained from OAG Systems
are thoroughly briefed on related security procedures, restricted usage, and instructions
requiring their awareness and compliance. Contractor’s Agents accessing OAG Systems must
compiete OAG required security training and execute any OAG required security agreements,
acknowledgments, or certifications. The OAG Contract Manager shall provide direction to the
Contractor regarding the acquiring of any necessary access, completion of required security
training and execution of required security agreements, acknowledgments, and certifications.

14.1.6.2 The Contractor shall provide annual reorientation sessions and all of the Contractor’s Agents
that perform or are assigned to perform Contract Services shall re-execute, and/or renew their
acceptance of all applicable security documents to ensure that they remain current regarding
all applicable security requirements.

14.1.7 Key Person Dependence or Collusion

The Contractor shall protect against any key-person dependence or collusion by enforcing
policies of separation of duties, restricted job responsibilities, audit logging, and job rotation.

14.2.1 Rights in QAG Protected Data and SAVNS Data

The'Contractor and the Contractor's Agents possess no special right to access, use, or disclose
OAG Protected Data and SAVNS Data as a result of the Contractor's contractual or fiduciary
relationship with the OAG. As between the OAG and the Contractor, all OAG Protected Data and
SAVNS Data shall be considered the property of the OAG and shall be deemed confidential. The
Contractor hereby irrevocably assigns, transfers and conveys, and shail cause the Contractor’s
Agents to irrevocably assign, transfer and convey to the OAG without further consideration all of
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14.2.2

14.2.3

14.2.4

14.2.5

Statewide Automated Victim Notification Services

its and their right, titie, and interest to OAG Protected Data and SAVNS Data. Upon request by
the OAG, the Contractor shall execute and deliver and shall cause the Contractor's Agents to
execute and deliver to the OAG any documents that may be necessary or desirable under any law
to preserve or enable the OAG to enforce its rights with respect to OAG Protected Data and
SAVNS Data.

Use of OAG Protected Data and SAVNS Data

OAG Protected Data and SAVNS Data have been, or will be, provided to the Contractor and the
Contractor's Agents solely for use in connection with providing Contract Services. Re-use of OAG
Protected Data and SAVNS Data in any form is not permitted. The Contractor agrees that it will
not access, use, or disclose OAG Protected Data and SAVNS Data for any purpose not necessary
for the performance of its duties under this Contract. Without the OAG’s approval (in its sole
discretion), neither the Contractor nor the Contractor’s Agents shall: (i) use OAG Protected Data
and SAVNS Data other than in connection with providing the Contract Services; (ii) disclose, sell,
assign, lease, or otherwise provide OAG Protected Data and SAVNS Data to third-parties,
including any local, state, or federal legislative body; (iii) commercially exploit OAG Protected
Data and SAVNS Data or allow OAG Protected Data and SAVNS Data to be commercially
exploited; or (iv) create, distribute, or use any electronic or hard copy mailing list of OAG
Customers.

In the event of any unauthorized disclosure or loss of OAG Protented Data and SAVNS Data, the
Contractor shall immediately comply with the Notice subsection of the Security
Incidents subsection set forth below. The Contractor or the Contractor's Agents may, however,
disclose OAG Protected Data and SAVNS Data to the extent required by law or by order of a
court or governmental agency; provided that the Contractor shall give the OAG, and shall cause
the Contractor’s Agents to give the OAG, notice as soon as it or they are aware of the
requirement; and use its or their best efforts to cooperate with the OAG if the OAG wishes to
obtain a protective order or otherwise protect the confidentiality of such OAG Protected Data
and SAVNS Data. The OAG reserves the right to obtain a protective order or otherwise protect
the confidentiality of OAG Protected Data and SAVNS Data.

Protection of OAG Data and SAVNS Data
The Contractor shall engage in a continuous cycle of process improvement and vigilance to
assess risks, monitor and test security protection, and implement change to protect OAG

Protected Data and SAVNS Data. The Contractor agrees to perform such continuous process
improvement and to upgrade its security protection during the term of this Contract.

S R lat | Policy C I
Contractor agrees to comply with all OAG policies, standards and requirements, state and

federal statutes, rules, regulations, and standards regarding the protection and confidentiality
of OAG Protected Data and SAVNS Data, for which it has received notice, as currently effective,

subsequently enacted or as may be amended. The existing requirements that are applicable to
Contractor’s obligations under this Contract are included in this Contract.

D Retention and Destruction

Within 180 calendar days of Contract award, the Contractor and the OAG shall develop a
mutually agreed upon detailed schedule for the retention and possible destruction of OAG
Protected Data and SAVNS Data. The schedule will be based upon the Contract Services being
performed and the Contractor’s limited authorization to access, use and disclose OAG Protected
Data and SAVNS Data. The Contractor shall retain all OAG Protected Data and SAVNS Data until
such schedule is developed. Subsequent to developing and agreeing upon that schedule, the
Contractor shall:
e Retain and destroy OAG Protected Data and SAVNS Data in accordance with the detailed
schedule for its retention and destruction (according to data sanitization standards).
e Destroy or purge OAG Protected Data and SAVNS Data in a manner consistent with state
policy and federal regulations for destruction of private or confidential data and in such
a way so that the Data are unusable and irrecoverable.
e Destroy all hard copy OAG Protected Data and SAVNS Data by shredding to effect 5/16-
inch-wide or smaller strips and then either incinerating or pulping the shredded material.
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14.2.5.1 Within five (5) calendar days (excluding weekends and federal holidays) of destruction or
purging, provide the OAG with a completed Certificate of Destruction for Contractors and
Vendors, a copy of which is attached hereto and included herein as Attachment B.

In the event of Contract expiration or termination for any reason, the Contractor and the Contractor's
Agents shall completely purge all OAG Protected Data and SAVNS Data from the information systems of
the Contractor and the Contractor's Agents and no OAG Protected Data and SAVNS Data will be retained
by the Contractor. All hard-copy OAG Protected Data and SAVNS Data shall be destroved in arrardance
with tha detailed retention schedule agreed to by the Contractor and the OAG unde

If immediate purging of all data storage components is not possipie, tne
vontractor agrees wnat any OAG Protected Data and SAVNS Data remaining in any storage component
will be protected to prevent unauthorized disclosures.

Within twenty (20) Business Days of Contract expiration or termination, the Contractor shall provide the
OAG with a signed statement detailing the nature of OAG Protected Data and SAVNS Data retained, type
of storage media, physical location(s) and any planned destruction date.

In its sole discretion, the OAG may waive notification requirements or request reasonable changes to the
detailed schedule for the retention and destruction of OAG Protected Data and SAVNS Data.

14.2.6 Regques Contractor for Confidential or Public Information

The Contractor and the Contractor’s Agents expressly do not have any actual or implied authority to
determine whether any OAG Protected Data and SAVNS Data are public or exempted from disclosure.
Texas Government Code Chapter 552 defines the exclusive mechanism for determining whether OAG
Protected Data and SAVNS Data are subject to public disclosure. The Contractor is not authorized to
respond to public information requests on behalf of the OAG.

The Contractor will direct all requestors for information to the Public Information Coordinator’s office.
The requestor must deliver requests for public information by one of the following methods:

e By mail specifically addressed to

Office of the Attorney General

Public Information Coordinator’s Office - Mail Code 070
P.0. Box 12039

Austin, TX 78711

e By e-mail to publicrecords@oag.texas.gov

e By facsimile to (512) 494-8017

e By hand delivery during normal Business Hours to the Public Information Coordinator’s Office
at 209 W. 14th Street, Austin, Texas 78701

e By electronic submission through the OAG's Public Information Request Center at
publicrecords@oag.texas.gov

14.3.1 General/Administrative Protections

At all times Contractor shall be fully responsible to OAG for the security of the storage, processing,
compilation, or transmission of all OAG Protected Data and SAVNS Data to which it has access, and of all
equipment, storage facilities, and transmission facilities on which or for which such OAG Protected Data
and SAVNS Data are stored, processed, compiled, or transmitted.

14.3.1.1 Access Protection Lists

The Contractor (and Contractor’s Agents) shall develop and implement internal protection
systems, including information security access lists and physical security access lists (the
“access protection lists”), designed to protect OAG Protected Data and SAVNS Data in
accordance with applicable law and the provisions for Data Security, Physical Security, and
Logical/Information System Protections contained in this Contract. The access protection lists
shall document the name and other identifying data for any individual authorized to access,
use, or disclose OAG Protected Data and SAVNS Data, as well as any special conditions and
limitations applicable to each authorization.
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14.3.1.1.1 The Contractor shall remove individuals from or change the access rights of individuals on the

applicable access protection lists immediately upon such individual no longer requiring certain
access. At least monthly, the Contractor shall review and update its access protection lists and
ensure that the access protection lists accurately reflect the individuals and their access level
currently authorized. At least monthly, the Contractor shall report the results of these reviews
and access changes to the OAG Contract Manager.

14.3.1.1.2 The OAG shall have the right to review the Contractor's internal protection systems and access

protection lists for all areas of the work site(s). The OAG may, with or without cause, and without
cost or liability, revoke or deny any or all authorizations of individuals performing services under
this Contract. If any authorization is revoked or denied by OAG, then Contractor shall
immediately use its best efforts to assist the OAG in preventing access, use, or disclosure of
OAG Protected Data and SAVNS Data and the Contractor shall be given notice of the denial.

14.3.1.1.3 OAQG, in its sole discretion and without consulting Contractor, may immediately terminate OAG

system access for anyone performing services under this Contract.

14.3.1.1.4 The Contractor shall immediately notify the OAG Contract Manager when any person the

Contractor authorized to access the OAG systems is no longer authorized to have such access.
This notice includes re-assigned or terminated individuals.

14.3.1.1.5 The Contractor's physical access security and logical access security systems must track and

log all access attempts and failures. The access security systems must produce access logs on
request. These logs must identify all access failures and breaches. Notwithstanding anything to
the contrary in this Contract, the physical access and logical access security systems logs for
any particular calendar year must be retained for a period of seven (7) calendar years after the
last calendar day of the calendar year in which they were created. Thus, a log created on
January 1, 2017, may be disposed of with all other systems access logs created in 2017 on
January 1, 2025. All physical access and logical access security systems logs must be stored to
electronic media. Any stored log must be produced for viewing access and copying upon
request of the OAG within five (5) Business Days of the request.

14.3.1.1.6 The Contractor shall maintain appropriate audit trails to provide accountability for use and

updates to OAG Protected Data and SAVNS Data, charges, procedures, and performances. Audit
trails maintained by Contractor shall, at a minimum, identify the supporting documentation
prepared by Contractor to permit an audit of the system by tracing the activities of individuals
through the system. Contractor's automated systems must provide the means whereby
authorized personnel have the ability to audit and to verify contractually required performances
and to establish individual accountability for any action that can potentially cause access to,
generation of, or modification of OAG Protected Data and SAVNS Data. Contractor agrees that
Contractor's failure to maintain adequate audit trails and corresponding documentation shall
create a presumption that the services or performances were not performed.

14.3.2 Prohibition on Al Training and Automated Processing

The Contractor is expressly prohibited from using OAG Data, directly or indirectly, for the purpose of
training, developing, or enhancing any artificial intelligence (Al) models, machine learning algorithms,
automated decision-making systems, or similar technologies without the express prior written consent
of the OAG. This prohibition extends to any Al-related data processing by the Contractor or any third
party.

14.3.3 Vulnerability Scans

The Contractor shall perform vulnerability scans on Contractor applications that receive, process, store,
transmit, access or protect sensitive OAG Protected Data and SAVNS Data. These scans shall be
performed on both the Application and/or Operating System (OS) on at least a quarterly basis. In
addition, the Contractor shall perform scans for any major system change in the application, OS, or
server to identify any potential vulnerabilities that are introduced with the release of new software or
hardware.

The Contractor shall provide a report to the OAG Contract Manager within two (2) Business Days after the
scan has been performed. To track all previous and/or new security vulnerabilities that may exist within
a system, a Plan of Action and Milestones spreadsheet shall be utilized for each system/application. This
spreadsheet will be a means for both the OAG and the Contractor to track the status of previous and
newly discovered security vulnerabilities with the details of the steps taken to completion.
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14.3.3.1 mediation of critical and high vulnerabilities is required within thirty (30) calendar days
unless the effort can be shown to be problematic. Remediation of medium vulnerabilities are
on a case-by-case basis agreed to by the parties within sixty (60) calendar days. Remediations
of low vuinerabilities is not required.

14.3.4 Physical Security

The computer site and related infrastructures (e.g. information system servers, protected interface
equipment, associated peripherals, communications equipment, wire closets, patch panels, etc.) must
have physical security that at all times protects OAG Protected Data and SAVNS Data against any
unauthorized access to, or routine viewing of, computer devices, access devices, and printed and stored
data.

14.3.4.1 Data accessed shall always be maintained in a secure environment (with limited access by
authorized personnel both during work and non-work hours) using devices and methods such
as, but not limited to, alarm systems, locked containers of various types, fireproof safes,
restricted areas, locked rooms, locked buildings, identification systems, guards, or other
devices reasonably expected to prevent loss or unauthorized removal of manually held data.
The Contractor shail also protect against unauthorized use of passwords, keys, combinations,
access logs, and badges.

14.3.4.2 The Contractor agrees that the systems operation room (which houses network equipment,
servers and other centralized processing hardware) shall be accessible only by authorized IT
personne!l or executive management

14.3.4.3 In situations such as remote terminals, or office work sites where all the requirements of a
secure area with restricted access cannot be maintained, the equipment shall receive the
highest level of protection. This protection must include (where communication is through an
external, non-organization-cantralled network le ¢__ the Internetl) multifactor authentication
that is compliant witt

14.3.4.4 The Contractor shall protect information systems against environmental hazards and provide
appropriate environmental protection in facilities containing information systems.

14.3.5 Logical/Information System Protections

14.3.5.1 The Contractor shall take all reasonable steps to ensure the logical security of all information

systems used in the performance of this Contract, including:

e Independent oversight of systems administrators and programmers

e Restriction of user, operator, and administrator accounts in accordance with job duties

e Authentication of users to the operating system and application software programs

e Adherence to OAG-approved access methods, and the protection and use of unigue
identifiers such as user identifications and passwords

e Establishment of an authorization process for user access and privileges; any access not
granted is prohibited

e Maintenance of Access Protection Lists that details the rights and privileges with respect
to each such user

e Audit trails for user account adds, deletes, and changes, as well as access attempts and
updates to individual data records

e Protection to prevent unauthorized processing in or changes to software, systems, and
OAG Protected Data and SAVNS Data in the production environment.

The Contractor shall implement protection for the prevention, detection and correction of processing
failure or deliberate or accidental acts that may threaten the confidentiality, availability, or integrity of
OAG Protected Data and SAVNS Data.

14.3.5.2 The Contractor shail implement counter-protection against malicious software on the
Contractor’s internal systems used in Contract performance.

14.3.5.3 The Contractor shall ensure that relevant Security Incidents are identified, monitored,
analyzed, and addressed.

14.3.5.4 The Contractor shall apply a high-level of protection toward hardening all security and critical
server communications platforms and ensure that operating system versions are kept current.

14.3.5.5 The Contractor shall adhere to mutually agreed upon procedures for authorizing hardware and
software changes, and for evaluation of their security impact.
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14.3.5.6 The Contractor shall institute a process that provides for immediate revocation of a user’s
access rights and the termination of the connection between systems, if warranted by the
nature of any Security Incident.

14.3.6 Security Control Assessment

The Contractor will engage a third-party or independently complete an annual security
assessment and produce a report. The Contractor will provide the annual assessment report to
the OAG.

The Contractor will engage a third-party to conduct an annual SOC 2 Assessment and produce a
report. The Contractor will provide the annual audit report to the OAG.

14.3.7 Cloud-B Solutions

TX-RAMP certification is required far Cloud-based solutinns. Current TX-RAMP certification
requirements can be found a
Texas Department of Informauon rescurces.

Cloud-based solutions proposed by the Contractor must be FedRAMP authorized. TX-RAMP
certification is also required for cloud-based solutions and will be granted for cloud-based
solutions that have achieved a FedRAMP authorization.

14.3.8 Encryption

OAG Protected Data and SAVNS Data must be encrypted while at rest on any media (e.g., USB drives,
laptops, workstations, and server hard drives), in transmission and during transport (i.e., the physical
moving of media containing OAG Protected Data and SAVNS Data). OAG Protected Data and SAVNS Data
must be encrypted using current FIPS-validated cryptographic modules. The OAG will specify the
minimum encryption level necessary. Any change to this minimum encryption level will be communicated
in writing to the Contractor by the OAG Contract Manager. The Contractor shall adhere to mutually agreed
upon procedures for data transmission.

OAG Protected Data and SAVNS Data are not allowed on mobile/remote/portable storage devices; nor
may storage media be removed from the facility used by the Contractor. The Contractor may submit, to
the OAG Contract Manager, a written request for an exception to these prohibitions. A granted exception
will be communicated in writing to the Contractor by the OAG Contract Manager. If OAG finds it necessary
to allow storage media to be removed from a facility used by Contractor, OAG will specify the
circumstance(s) under which storage media may be removed. This prohibition does not apply to
Contractor Information Systems backup procedure.

14.4.1 Right to Audit, Investigate, and Inspect

Without requiring prior notification, the Contractor and the Contractor’s Agents shall permit the OAG or
the State Auditor of Texas, to:

e Monitor and observe the operations of, and perform security investigations, audits, and
reviews of the operations and records of, the Contractor and the Contractor’s Agents.

e Inspect its information system in order to assess security at the operating system, network,
and application levels; provided, however, that such assessment shall not interfere with the
daily operations of managing and running the system.

e Enter unannounced into the offices and places of business of the Contractor and the
Contractor's Agents for a security inspection of the facilities and operations used in the
performance of Contract Services. Specific remedial measures may be required in cases
where the Contractor or the Contractor’s Agents are found to be non-compliant with
physical and/or data security protection.

14.4.1.1 Any audit of documents shall be conducted at the Contractor's principal place of business
and/or the location(s) of the Contractor's operations during the Contractor's normal business
hours and at the OAG's expense. The Contractor shall provide to the OAG and such auditors
and inspectors as the OAG may designate in writing, on the Contractor's premises, (or if the
audit is being performed of a Contractor's Agent, the Agent’s premises, if necessary) space,
office furnishings (including lockable cabinets), telephone and facsimile services, at least one
(1) workstation connected to each Contractor system subject to the audit, utilities and office-
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related equipment and duplicating services as the OAG or such auditors and inspectors may
re nably require to perform the audits.

14.4.1.2 The Contractor shall supply to the OAG and the State of Texas any data or reports rendered or
available in conjunction with any security audit of the Contractor or the Contractor’'s Agents if
those reports pertain, in whole or in part, to the Contract Services. This obligation shall extend
to include any report(s) or other data generated by any security audit conducted up to one (1)
year after the date of termination or expiration of the Contract.

14.5.1 Response to Security Incidents

The Contractor shall detect and respond to Security Incidents which might occur. The Contractor
shall respond to the Security Incident in accordance with the approved and agreed-upon Data
Security Plan in Section 7.6.3. The 0AG, in its discretion, may withhold 50% of the Contractor's
monthly invoices for each month until an OAG-approved incident response plan is in place.

14.5.2 Notice

In the event of an OAG Protected Data and SAVNS Data Security Incident, physical or logical, risk
mitigation and notification must be made within 24 hours of the discovery or possible discovery
to the OAG CISO and the OAG Contract Manager, by telephone and by electronic mail, of the
Security Incident and the initial risk mitigation steps taken.

Within twenty-four (24) hours of the discovery, the Contractor shall conduct a preliminary risk
analysis of the Security Incident; commence an investigation into the incident; and provide a
written report utilizing Attachment C, Security Incident Report for Contractors and Vendors to the
OAG CISO, with a copy to the OAG Contract Manager fully disclosing all information relating to the
Security Incident and the results of the preliminary risk analysis. This initial report shall include,
at a minimum, the nature of the incident (e.g., data loss/corruption/intrusion), cause(s),
mitigation efforts, corrective actions, and estimated recovery time.

14.5.2.1 Each day thereafter until the investigation is complete, the Contractor shall:

e Provide the OAG CISO, or the OAG CISQO's designee, with a daily oral or electronic
mail report regarding the investigation status and current risk analysis.

e Confer with the OAG CISO or the OAG CISO’s designee, regarding the proper
course of the investigation and risk mitigation.

14.5.2.2 Whenever daily oral reports are provided, the Contractor shall provide, by close of business
each Friday, an electronic mail report detailing the foregoing daily requirements.

14.5.3 Final Report

Within five (5) Business Days of completing the risk analysis and investigation, the Contractor shall
submit a written Final Report to the OAG CISO with a copy to the OAG Contract Manager, which shall
include:

A detailed explanation of the cause(s) of the Security Incident.

A detailed description of the nature of the Security Incident, including, but not limited to,
extent of intruder activity (such as files changed, edited or removed; Trojans), and the
particular OAG Protected Data and SAVNS Data affected

e A specific cure for the Security incident and the date by which such cure shall be
implemented, or if the cure has been put in place, a certification to the OAG that states the
date the Contractor implemented the cure and a description of how the cure protects
against the possibility of a recurrence

14.5.3.1 If the cure has not been put in place by the time the report is submitted, the Contractor shall,
within thirty (30) calendar days after submission of the Final Report, provide a certification to
the OAG that states the date the Contractor implemented the cure and a description of how the
cure protects against the possibility of a recurrence.

14.5.3.2 If the Contractor fails to provide a Final Report and Certification within forty-five (45) calendar

days, or as otherwise agreed to, of the Security Incident, the Contractor agrees the OAG may
exercise any remedy in equity, provided by law, or identified in the Contract.
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14.5.4 |ndependent Right to Investigate

The OAG reserves the right to conduct an independent investigation of any Security Incident, and
should the OAG choose to do so, the Contractor shall cooperate fully, making resources,
personnel and systems access available.

14.6.1 Remedies Not Exclusive; Injunctive Relief
14.6.1.1 The remedies provided in this section are in addition to, and not exclusive of, all other

14.6.1.2

remedies available within this Contract, or at law or in equity. The OAG’s pursuit or non-pursuit
of any one remedy for a Security Incident(s) does not constitute a waiver of any other remedy
that the OAG may have at law or equity.

If injunctive or other equitable relief is available, the Contractor agrees that the OAG shall not
be required to post bond or other security as a condition of such relief.

14.6.2 Notice and Compensation to Third Parties

14.6.2.1

14.6.2.2

14.6.2.3

146.2.4

14.6.2.5

in the event of a Security Incident, third-party or individual data may be compromised, and the
OAG and the Contractor agree that the actual harm to such third-parties caused by the Security
incident is difficult to estimate.

Furthermore, the OAG and the Contractor agree that a reasonable forecast of just
compensation is for the Contractor to provide to individuals whose personal, confidential or
privileged data were compromised or likely compromised as a result of the Security Incident:

e Notification of the event
e Actual damages sustained by the individual as a result of the Security Incident and any
prescribed statutory damages

e One (1) year of credit monitoring services, at no cost to each such individual, entity, or the
0AG

Subject to OAG review and approval, the Contractor shall provide notice of the Security
Incident, with such notice to include:

e A brief description of what happened.

e A description, to the extent possible, of the types of personal data that were involved in
the Security Breach (e.g., full name, SSN, date of birth, home address, account number,
etc.)

e A brief description of what is being done to investigate the breach, mitigate losses, and to
protect against any further breaches

e Contact procedures for those wishing to ask questions or learn additional data, including a
toll-free telephone number, website and postal address

e Provide detailed instructions to take advantage of any credit monitoring or other service
the Contractor shall offer

e Contact information for the Federal Trade Commission website, including specific
publications

Notice of the Security Incident shall comply witt
with accommodations that may include establisning a 1elecommunications uevice Tor tne vear
(TDD) or posting a larger-type notice on the website containing notice. The Contractor and the
OAG shall mutually agree on the methodology for providing the notice required in this
subsection. Neither Party shall unreasonably withhold such asreeament- however the natice
methond must comnlv with the notification requirements o

as currently enacted or subsequentiy amenaea). 1ne vontractor must
also comply witn secuon 521.053's “consumer reporting agency” notification requirements.

If the OAG, in its sole discretion, elects to send notice of the Security Incident in lieu of the
Contractor sending notice, the Contractor shall reimburse to the OAG all costs associated with
preparing and providing notice. If the Contractor does not reimburse such cost within thirty (30)
calendar days of request, the OAG shall have the right to collect such cost by offsetting or
reducing any future payments owed to Contractor.
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The Contractor shall not commence any legal proceeding on the OAG’s behalf without the OAG’s express
written consent.

NOTE: Additional OAG Terms and Conditions are incorporated herein as Attachment A.
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SAVINS FORM B PRICING SUMMARY TABLE

—Pncmg_ ropulation | Population | Startup & Annual Annual Total Annual
Tiers Start End Implementation | Jail Court Fee per Tier
Costs* Service Service Fee* | (both Jails and
Fee Courts)
0 5,000,000 | Unlimited | $3500 $130,655 | $33,451 $164,116
1 3,000,000 | 4,999,999 | $2500 $102,774 | $26,186 $128,960
2 2,000,000 | 2,999,999 | $2500 $74,465 $18,966 $93,431
3 1,000,000 | 1,999 aaa | &28n00 $52,227 $12,995 $65,222
4 400,000 999,99y $1/50 $36,731 $9,139 $45,870
5 250,000 399,999 $17&8n $24,445 $6,194 $30,639
6 100,000 249,999 $1750 $12,268 $3,052 $15,320
7 50,000 99,999 $1750 $8,394 $2,088 $10,482
5 20,000 49,999 $1500 $5,452 $1,180 $6,632
9 0 19,990 $1500 $3,444 $857 $4,301

*Startup & Implementation costs are waived for all present participants in the OAG
SAVNS Grant program who participate in Phase | of the project.




